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FROM THE DESK OF PATRICIA A. COSTANTE

Since MDAdvisor’s inaugural issue back in 2008, technology has become an increasingly 

significant topic for physicians and the healthcare community. The future of healthcare is 

continuously being transformed through digital technologies, including artificial intelligence, 

3D-printing, robotics and nanotechnology. We therefore must stay up to date with the latest 

developments in order to be able to control technology, rather than be the ones controlled.

Who could have even predicted that we would be including a bioethics article that addresses  

a time that is quickly coming, when artificial intelligence surpasses human capability?  

Dr. Michael Solomon addresses this very topic in a thought-provoking way, in his article  

“The Moral Standing of Machines That Can Think” that starts on page 16.

At the same time, as the healthcare space continues digitizing all of its information, it continues 

to attract more attention from cyber criminals. Healthcare has been at or near the top of the 

list for industries at greatest risk of cyber intrusions over the past two years. As I speak 

to physicians, the concern over hacking incidents and ransomware demands only 

grows. As attorney Mark Mattioli points out in our featured CME article for this issue, 

although it may be impossible to prevent attempted hacking or hijacking of one’s 

systems, being prepared is key and can mean the difference between costly 

fines and loss of reputation vs. quick recovery.  

I am also pleased to introduce you to Health Commissioner Shereef 

Elnahal, MD, MBA, who was confirmed by the New Jersey Senate  

on March 26, 2018. We look forward to partnering with him and 

continuing our relationship with the Department of 

Health so that we may continue to bring you the 

latest public health and regulatory news from 

around the state. 

Finally, I hope you will join me in 

congratulating this year’s EJI Excellence in 

Medicine honorees, and recognizing the 

2018 scholarship students. As you think 

ahead to next year, I hope you will consider 

submitting a nomination for 2019. 

Sincerely,

Chairman & CEO 

MDAdvantage Insurance Company 
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Announcing the Newest Members 
of our Emerging Medical Leaders 
Advisory Committee:
Tara Beck 
Rowan University School of Osteopathic Medicine (2019)
Kimberly Choi 
Rutgers School of Dental Medicine (2019)
Solimar Colon 
Rutgers School of Health Professions (2019)
William Davis 
Cooper Medical School of Rowan University (2020)
Sheila De Young 
Rowan University School of Osteopathic Medicine (2019)
Breanna Mesa 
Seton Hall University School of Health and Medical Sciences (2019)

The Advisory Committee advises the Publishing Staff and Editorial Board 
on topics, themes and invited papers for future issues of MDAdvisor that 
address the issues impacting young healthcare providers. Look for columns 
from Advisory Committee members that provide insights into their 
experiences throughout their education and training in upcoming issues.

What’s Happening in Healthcare?
NJ & PA Issue Changes to Medical Marijuana Programs
In NJ, Gov. Murphy announced major reforms to New Jersey’s Medicinal 
Marijuana Program, including the addition of medical conditions, 
lowered patient and caregiver fees, allowing dispensaries to add satellite 
locations and proposed legislative changes that would increase the 
monthly product limit for patients and allow an unlimited supply for 
those receiving hospice care. 
In Pennsylvania, the Department of Health has issued new regulations for 
medical marijuana clinical research programs. The regulations outline the 
process for an accredited medical school with an acute care hospital to 
become an approved “Academic Clinical Research Center” that can engage 
in medical marijuana-related research projects. The regulations also detail 
the application process for prospective clinical registrants, how research 
studies are reviewed and approved, and how researchers may interact with 
the commercial medical marijuana market. 
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TARGETING 
Your Medical Practice

Security Incidents

By Mark Mattioli, Esq.

Author: Mark Mattioli, Esq., Greenberg Traurig, LLP, Philadelphia, PA.
Accreditation Statement: HRET is accredited by the Medical Society of New Jersey to provide continuing medical education for physi-
cians. This activity has been planned and implemented in accordance with the accreditation requirements and policies of the Medical 
Society of New Jersey (MSNJ) and through the Joint Providership of Health Research Education and Trust of New Jersey (HRET) and 
MDAdvantage. HRET is accredited by the Medical Society of New Jersey to provide continuing medical education for physicians.
AMA Credit Designation Statement: HRET designates this enduring activity for 1.0 AMA PRA Category 1 CreditsTM. Physicians should 
claim only the credit commensurate with the extent of their participation in the activity.
Disclosure: The content of this activity does not relate to any product of a commercial interest as defined by the ACCME; therefore, 
there are no relevant financial relationships to disclose. No commercial funding has been accepted for the activity.

In order to obtain AMA PRA Category 1 Credit™, participants are required to:

1. Review the CME information along with 
the learning objectives at the beginning 
of the CME article. Determine if these 
objectives match your individual 
learning needs. If so, read the article 
carefully.

2. The post-test questions have been 
designed to provide a useful link 
between the CME article and your 
everyday practice. Read each question, 
choose the correct answer and record 
your answers on the registration form.

3. Complete the evaluation portion of 
the Registration and Evaluation Form. 
Forms and tests cannot be processed if 
the evaluation section is incomplete.

4. Send the Registration and Evaluation 
Form to the following address: 
MDAdvisor CME Dept 
c/o MDAdvantage Insurance Company 
100 Franklin Corner Rd 
Lawrenceville, NJ 08648

5. Or complete online at  
www.surveymonkey.com/ 
r/Spring2018CME 

Or fax to: 978-367-9148

6. Mail the Registration and Evaluation 
Form on or before the deadline, which is 
May 1, 2019. Forms received after that 
date will not be processed.

7. Retain a copy of your test answers. 
Your answer sheet will be graded, and 
if a passing score of 70% or more is 
achieved, a CME certificate awarding 
AMA PRA Category 1 Credit™ and the test 
answer key will be mailed to you within 
4 weeks. Individuals who fail to attain 
a passing score will be notified and 
offered the opportunity to reread the 
article and take the test again.



LEARNING OBJECTIVES 
At the conclusion of the activity, participants will be able to:

 1   Discuss the vulnerabilities of EHR systems when it  
comes to cybersecurity

 2  Explain the HIPAA privacy and security requirements

 3   Understand the HITECH notification requirements 
should a data breach occur

 4   Describe the steps physician practices should take to 
minimize the risk of data breach and ransomware attacks

Electronic health record (EHR) systems have become an essential part of any physician practice. They are intended to allow 
physicians to easily exchange information with other healthcare providers and to track important data. Additionally, the 
use of EHRs is encouraged by the federal government through meaningful use incentives and made necessary by the 

Medicare Access and CHIP Reauthorization Act of 2015 (MACRA) which incorporates many of the meaningful use principles. EHR 
systems, however, are unfortunately vulnerable to hacking, loss and inappropriate use by individuals who are not involved in 
the clinical care of patients and may access such records for inappropriate purposes. These factors raise the potential risk of 
exposure for medical practices under the Health Insurance Portability and Accountability Act (HIPAA).

CME

A LUCRATIVE BUSINESS
Your medical records can be lucrative for criminals. In a 2014 
report, the Federal Bureau of Investigation (FBI) estimated that 
medical records can be sold for as much as $50 per record, 
while other personal information, such as Social Security 
numbers, yield only $1 per record.1 Although recent estimates 
have reduced the value to $10 per medical record, some have 
attributed falling prices to a saturation of medical records on 
the black market and to the increase in ransomware demands.2 

In recent years, there has been a proliferation in ransom-
ware attacks, which infect a computer with malicious software, 
blocking access to computer files until a ransom is paid to 
unlock the system. Healthcare is frequently targeted because it 
has been an easy mark for criminals as security is often lacking 
and because the data is essential to the practice, making it 
more likely that the provider will pay the ransom. While a stolen 
medical record must be culled for information, marketed and 
sold on the black market, ransomware demands receive a quick 
return for a minimal investment. Unlike a hacking incident 
intended to take information from the practice, the goal of most 
ransomware attacks is extortion, seeking to force the practice 
to pay the hackers for the return of valuable information.

Hackers can easily demand $1,000 in bitcoin payments at the 
low end to tens of thousands of dollars for some attacks and 
potentially millions of dollars for hospital attacks. Hollywood 
Presbyterian Medical Center in California is alleged to have 
received a demand for $3.6 million to unlock its systems.3 Even 
then, paying the ransom does not always result in unlocking 
the data, as one Kansas hospital discovered after paying a 
ransom demand only to receive a second ransom demand to 
unlock the rest of the data.4

In most ransomware cases, it is nearly impossible to decrypt 
the files without paying the ransom for the decryption key. 
Depending on the variant of the malware, publicly available 
decryption keys may be available. However, usually these keys 
apply to older malware variants, and because these programs 
are constantly evolving, it is unlikely that they can be used to 
decrypt a file.* Without a good backup procedure, the only 
option may be to pay the criminals, knowing that payment 
does not guarantee that the practice will regain access to the 
information. 

HIPAA AND HITECH ACT PRIVACY REQUIREMENTS
All physicians are familiar with HIPAA privacy standards that 
prevent, with some exceptions, the disclosure of protected 
health information (PHI) to anyone other than the patient or his 
or her personal representative. HIPAA privacy standards apply 
to covered entities and by application of the Health Information 
Technology for Economic and Clinical Health (HITECH) Act, to 
business associates of a covered entity. A covered entity is any 
healthcare provider or any health insurer, including healthcare 
clearinghouses. 

Not all healthcare providers are subject to HIPAA. In this 
regard, only those healthcare providers “who transmit any 
health information in electronic form in connection with a 
transaction” are covered.5 This means that any provider who 
engages in any type of electronic billing or other covered 
transaction must comply with all HIPAA requirements. Given 
the requirements of MACRA which require use of electronic 
records, it is doubtful that there are any practices left that 
are not required to comply with HIPAA. Even if the practice is 
not covered by HIPAA, a number of cases have utilized HIPAA 

*Decryption programs are available for the Locky, Cryptolocker and CryptoDefense 
variants. There is a methodology for decrypting Cryotobit infections using the 
shadow copy created by Windows restore.  See www.bleepingcomputer.com.

MDADVISOR 5
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as the standard of care regarding maintenance of healthcare 
information. Thus, even these HIPAA-exempt practices should 
comply with HIPAA’s requirements.

A notable HIPAA requirement is the standard notice of privacy 
practices that nearly all physicians require their patients to 
acknowledge. Additional requirements pertain to things such 
as when information may be released to third parties, the right 
of a patient to access his or her medical record and the right 
to receive an accounting of disclosures. The HIPAA privacy 
requirements are found in subpart E of the federal regulations.6

HIPAA SECURITY REQUIREMENTS
In addition to the privacy requirements, HIPAA mandates that 
covered entities preserve the security of any protected health 
information they maintain. These requirements are often very 
technical, and many physicians are not familiar with them. 

In short, the Security Rule is broken into three main cate-
gories: Administrative Safeguards, Physical Safeguards and 
Technical Safeguards, which are summarized as follows.7 
Administrative Safeguards consist of appropriate training 
and policies to keep information secure regarding such things 
as the Security Management Process. A covered entity must 
identify and analyze potential risks to e-PHI, and it must imple-
ment security measures that reduce risks and vulnerabilities 
to a reasonable and appropriate level, including the following:

• Appointing a security officer to oversee and have 
responsibility for PHI security

• Developing an access policy to limit uses and 
disclosures of PHI to the “minimum necessary,” and 
implement policies and procedures allowing only 
authorized individuals to have access to PHI 

• Providing workforce training regarding security policies 
and procedures, including a sanctions policy for those 
who violate the policies

• Evaluating and assessing the security policies on a 
periodic basis

Physical Safeguards include the following:
• Restricting facility access to prevent unauthorized 

individuals from having access to PHI—that is, physical 
controls to limit access

• Implementing policies and procedures to maintain 
workstation and device security, including policies and 
procedures to specify proper use of and access to work-
stations and electronic media and policies regarding 
the transfer, removal, disposal and re-use of electronic 
media, to ensure appropriate protection of electronic 
protected health information

Technical Safeguards include the following:
• Implementing policies and procedures for access con-

trol that allow only authorized persons to access elec-
tronic protected health information

• Developing audit controls to record and examine access 

and other activity in information systems that  
contain PHI

• Instituting integrity controls to ensure that e-PHI is not 
improperly altered or destroyed

• Developing transmission security that guards against 
unauthorized access to e-PHI that is being transmitted 
over an electronic network. 

HIPAA SECURITY RISK ANALYSIS REQUIREMENTS
To comply with the Security Rules, a practice must also con-
duct periodic security risk assessments to identify potential 
threats to its e-PHI. In the event there is a breach that needs to 
be reported to the Office for Civil Rights (OCR), which enforces 
HIPAA and the HITECH Act, the first thing that OCR will request 
is the latest copy of the security risk analysis. In prior years, 
OCR was forgiving regarding the extent of the risk analysis, but 
in recent matters, OCR has required a full analysis. 

OCR defines the scope of a proper risk analysis as follows8: 
  The scope of risk analysis that the Security Rule encom-

passes includes the potential risks and vulnerabilities 
to the confidentiality, availability and integrity of all 
e-PHI that an organization creates, receives, maintains, 
or transmits. (45 C.F.R. § 164.306(a).) This includes 
e-PHI in all forms of electronic media, such as hard 
drives, floppy disks, CDs, DVDs, smart cards or other 
storage devices, personal digital assistants, transmis-
sion media, or portable electronic media. Electronic 
media includes a single workstation as well as complex 
networks connected between multiple locations. Thus, 
an organization’s risk analysis should take into account 
all of its e-PHI, regardless of the particular electronic 
medium in which it is created, received, maintained or 
transmitted or the source or location of its e-PHI.

IDENTIFYING A BREACH
Initially, HIPAA enforcement had few teeth, but that changed 
with HITECH. In addition to adding an incentive for adoption of 
electronic health records, HITECH created breach notification 
requirements and a system of civil fines for HIPAA violations. 

If there is a security incident, the next question is whether 
there has been a breach that requires notification of patients. 
Breach is defined broadly as:

[T]he acquisition, access use, or disclosure of 
protected health information in a manner not 
permitted under subpart E of this part [Privacy Rules] 
which compromises the security or privacy of the 
protected health information.9

Under the regulations, any improper access, use or disclosure 
is presumed to be a breach unless the practice can demon-
strate, through a risk analysis, that there is a low probability 
of compromise. 
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A breach excludes the following 9:
• The unintentional acquisition, access or use of pro-

tected health information by a practice employee if 
such access was made in good faith and within the 
scope of authority of the employee and does not result 
in further use or disclosure of the information

• An inadvertent disclosure by a person who is authorized to 
access protected health information to another person 
authorized to access protected health information at the 
practice and the information received is not further 
used or disclosed

• A disclosure of protected health information where a 
covered entity or business associate has a good faith 
belief that an unauthorized person to whom the disclosure 
was made would not reasonably have been able to 
retain such information. 

Typically, a practice uses encryption technology to protect 
e-PHI. However, the encryption must meet the specifications 
of the National Institute of Standards and Technology (NIST) to 
fall within the safe harbor. Here, there is a distinction between 
data at rest and data in motion. Data at rest includes any data 
that resides on a server. Data in motion includes any data that 
is being transmitted electronically. Some practices believe 
that merely because they use a cloud-based EHR system their 
data is safe. To the contrary, unless the vendor encrypts the 
data pursuant to NIST specifications, the data is still at risk. 
Moreover, not all EHR systems are secure, and there have been 
a number of incidents where the cloud-based EHR system was 
breached, thus resulting in a need to conduct a full breach 
analysis. In some ways, having a breach at the vendor level 
makes things more difficult because of the covered entity’s 
lack of access to the vendor’s system and because the vendor 
typically conducts its own investigation, which can delay the 
response to the breach by the practice. A practice has only 60 
days to investigate and respond to an incident and make the 
required notifications. Although the vendor would be deemed 
a business associate and therefore, subject to liability under 
HIPAA and required to report promptly to the practice, the 
practice should establish a short response time in the busi-
ness association agreement and, in some cases, may want to 
personally send the disclosure.

CONDUCTING A BREACH ANALYSIS
In conducting the breach analysis, the practice must examine 
the following four factors4:

1. The nature and extent of the protected health informa-
tion involved, including the types of identifiers and the 
likelihood of re-identification

2. The unauthorized person who used the protected health 
information or to whom the disclosure was made

3. Whether the protected health information was actually 
acquired or viewed 

4. The extent to which the risk to the protected health infor-
mation has been mitigated.

Any breach requires a full analysis of whether or not there is 
a low probability of compromise. Thus, the practice must doc-
ument that it conducted the appropriate analysis. If audited, 
the practice will be required to provide a copy of its analysis 
to OCR. Failing to conduct a proper analysis would render the 
practice out of compliance with HIPAA.

Although entities are required to consider the four factors 
listed above in conducting their risk assessments to deter-
mine whether there is a low probability of compromise of the 
e-PHI, entities are encouraged to consider additional factors, 
as needed, to appropriately evaluate the risk that the PHI has 
or has not been compromised. If, for example, there is a high 
risk of unavailability of the data or high risk to the integrity of 
the data, such additional factors may indicate compromise. 
In those cases, entities must provide notification to patients 
without unreasonable delay, particularly given that any delay 
may impact healthcare service and patient safety.

Additionally, with respect to considering the extent to which 
the risk to PHI has been mitigated (the fourth factor) where 
ransomware has accessed PHI, the entity may wish to con-
sider the impact of the ransomware on the integrity of the 
PHI. Frequently, ransomware, after encrypting the data it was 
seeking, does not seek to exfiltrate the data but merely ren-
ders it unusable. An entity may be able to show mitigation of 
the impact of a ransomware attack affecting the integrity of 
PHI through the implementation of robust contingency plans, 
including disaster recovery and data backup plans. Conducting 
frequent backups and ensuring the ability to recover data from 
backups is crucial to recovering from a ransomware attack and 
ensuring the integrity of PHI affected by ransomware and is 
required under the Security Rule. Test restorations should be 
periodically conducted to verify the integrity of backed-up 
data and provide confidence in an organization’s data resto-
ration capabilities. Ransomware incidents need to be treated 
as a breach unless the practice, through a risk analysis, can 
demonstrate a low probability of compromise. This was made 
clear by OCR in a white paper it released in 2016.10 

CME
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Integrity of PHI data is only one aspect when considering to 
what extent the risk to PHI has been mitigated.11 Additional 
aspects, including whether or not PHI has been exfiltrated 
(i.e., transferred outside the practice), should be considered. 
If there is a breach of unsecured PHI, the practice must notify 
affected individuals. In addition, if the breach affects more 
than 500 persons, the practice must notify the Office for Civil 
Rights at the same time it notifies patients and must provide 
media notice. The critical point here is that the notification 
provisions apply only to unsecured (i.e., non-encrypted) PHI. 
In theory, a breach of secured PHI would not allow access to 
the information as it will be in a format that is unreadable.

As most ransomware attacks affect all of the patients in the 
practice’s EHR, notification becomes costly and has a serious 
effect on the reputation of a practice. Thus, the mishandling 
of a ransomware attack can have catastrophic consequences, 
such as repeated attacks and in some cases, notifications to 
patients and OCR that could have been avoided. 

RECOMMENDATIONS TO SECURE YOUR PRACTICE
To secure data, practices should review the following:

• Make sure that all of your files are encrypted at rest and 
encrypted in motion; if you cannot assure that this is 
the case, check with IT support and your EHR vendor.

• Ensure that you have backup copies of your critical 
EHRs maintained off-line so that if you are the victim of 
a malware attack you can restore from backup files.

• Conduct a risk security analysis if one has not been 
conducted within the last year or two. The practice 
should utilize a vendor other than your IT support to 
find potential problem areas that might be missed by 
standard IT personnel.

• Regularly train your staff on HIPAA security, HIPAA pri-
vacy and data breach notification issues and document 
such training.

• Review your HIPAA policies and procedures on a yearly 
basis to make sure that they are compliant with current 
law, including, but are not limited to, the following:
 ■ HIPAA breach response policies
 ■ Privacy policies
 ■ Network security, passwords and physical security
 ■ Business associate agreements

WORKING WITH EHR VENDORS
Some practices utilize information technology support that 
is not familiar with HIPAA and HITECH requirements. If the IT 
staff is not versed in these issues, the staff may delete critical 
data pertinent to the investigation of a security incident that 
can be used to establish a low probability of compromise. 
Additionally, there have been a number of instances where 

a security failure on the part of the vendor has provided an 
opportunity for hackers to gain access to the practice’s sys-
tems. In such cases, many vendors routinely gain access to 
the practice to conduct routine maintenance. 

Each practice must make sure that if an outside vendor is 
utilized, the vendor follows appropriate security processes. 
The following guidelines should be observed when dealing 
with EHR vendors:

• Make sure that the vendor complies with NIST protocols 
regarding the encryption of data at rest on the vendor’s  
server and data that is being transmitted by the practice 
to the server. If you are unfamiliar with these protocols, 
engage a specialist to make sure the vendor meets 
appropriate requirements.

• Do not rely on assertions that the vendor is HIPAA 
compliant. There are no standard-setting agencies, 
although some processes are an indication of HIPAA 
compliance.

• Keep complete backups of your files so that if there is 
an incident at the vendor level, you have copies of your 
records in case the vendor’s backup copies are rendered 
unusable. These backup files should be stored off-line in 
the event a hacker gains access to your systems.

Although it may be impossible to prevent attempted hacking 
or hijacking of your systems, being prepared is key. Given the 
proliferation of these attacks, it is not a matter of if but when 
you will be attacked. Being prepared can be the difference 
between costly fines and loss of reputation and quick recovery.  

Mark Mattioli, Esq. is a shareholder in the law firm 
Greenberg Traurig, LLP, in Philadelphia, Pennsylvania.
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SECURITY INCIDENTS TARGETING  
YOUR MEDICAL PRACTICE

CME EXAMINATION
Deadline for Response: May 1, 2019

 1  Electronic medical records are vulnerable to which of the following?
a) Computer hacking
b) Ransomware attacks
c) Inappropriate use by individuals not involved in the clinical care of patients
d) a and b
e) a, b and c

 2  HIPAA privacy standards apply to “covered entities.” Who are covered entities?
a) Healthcare providers
b) Health insurers
c) Healthcare clearinghouses
d) All of the above
e) None of the above

 3  HIPAA security standards are broken down into three main categories. Which of the following is NOT one of those categories?
a) Administrative Safeguards
b) Personnel Safeguards
c) Physical Safeguards
d) Technical Safeguards

4  Should a breach occur, the first thing the Office for Civil Rights will request is the following:
a) Copies of the IT contracts with all outside vendors
b) The latest copy of the security risk analysis
c) Copies of all backup files and patient records
d) Computer logs identifying all online activity over the previous 30 days

 5   Data at rest, stored in a cloud-based EHR system, is safe from a breach.
a) True
b) False

 6   Even when PHI is encrypted according to the NIST standards, there is no such thing as “a low probability of compromise.”
a) True
b) False

 7   Having a breach at the vendor level makes the process of analysis and notification (more/less) difficult.
a) More
b) Less

 8  How long does a practice have to investigate and respond to a breach before making the required notifications?
a) 30 days
b) 60 days
c) 90 days

 9   HIPAA mandates that covered entities maintain the security of protected health information. Which of the following mea-
sures is NOT required by these mandates?

a) Evaluating and assessing the security policies on a periodic basis
b) Appointing a security officer to oversee and have responsibility for PHI security
c) Developing an access policy to limit uses and disclosures of PHI 
d) Providing workforce training regarding policies and procedures
e) Providing outside vendors full access to the practice’s security policies and procedures

10   The following files should always be encrypted:
a) Files at rest
b) Files in motion
c) Both files at rest and files in motion
d) Neither files at rest nor files in motion

This post-test may also be completed online at www.surveymonkey.com/r/Spring2018CME
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REGISTRATION FORM

 
First Name Middle Initial Last Name Degree

 
Address

 
City State ZIP

 
Phone Email Address Specialty

ANSWER SHEET Circle the correct answer.
1)   A   B   C   D   E 2)   A   B   C   D   E 3)   A   B   C   D 4)   A   B   C   D 5)   A   B

6)   A   B 7)   A   B 8)   A   B   C 9)   A   B   C   D   E 10)   A   B   C   D

Number of hours spent on this activity             (reading article and completing quiz)
I attest that I have read the article “Security Incidents Targeting Your Medical Practice” and am claiming 1 AMA PRA Category 1 Credit.™

 
Signature Date

EVALUATION Completed by Physician  Non-Physician 

1. The content of the article was: Excellent           Good           Fair           Poor          

2. The author’s writing style was: Excellent           Good           Fair           Poor          

3. The graphics included in the article were: Excellent           Good           Fair           Poor          

4. The stated objectives of this program were: Exceeded           Met           Not met          

Was this article free of commercial bias? Yes No

If not, why not  

Please share your name and contact information so that we may investigate further.

Participant Name   Telephone/Email:  

5. Will the knowledge learned today affect your practice? Very Much           Moderately           Minimally            None          

6. Based on your participation in the CME activity, describe ways in which you will change the way you practice medicine.
Yes Describe  

No Why not  

N/A Were you the wrong audience for this activity?  

7. Did this CME activity change what you know about:
• The vulnerabilities of EHR systems when it comes to cybersecurity. Yes No
• The HIPAA privacy and security requirements. Yes No
• The HITECH notification requirements should a data breach occur. Yes No
• The steps physician practices should take to minimize the risk of data breach and ransomware attacks. Yes No

8. Based on your participation today, what barriers to the implementation of the strategies or skills taught today have you  
identified?  
 

Suggested topics for future programs:  

SECURITY INCIDENTS TARGETING  
YOUR MEDICAL PRACTICE

REGISTRATION AND EVALUATION FORM
(Must be completed in order for your CME Quiz to be scored) 

Deadline for Response: May 1, 2019
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Andre Goy, MD, MS
Chairman and Director, John Theurer Cancer Center at 
Hackensack University Medical Center, and Medical Director, 
Hackensack Meridian Health Oncology Services 

We have definitely entered a period of unprecedented changes 
in medicine, particularly in oncology. I am very proud that 
my team and John Theurer Cancer Center (JTCC) have been 
at the forefront of many of these emerging changes. In the 27 
years since its inception, JTCC has become one of the top 10 
programs in the country by volume and a highly recognized 
program in terms of innovation, clinical research and discovery. 
We have published more than 400 papers over the last five 
years and now have a statewide network in oncology where 
more than 28,000 new cancer patients are seen every year. 
Our patients have trust in our center because of our expertise, 
which allows them to receive highly subspecialized cancer care, 
delivered in a truly patient-centric environment as exemplified 
by our patient satisfaction scores at JTCC in the 99th percen-
tile.  Our academic affiliations with Lombardi Cancer Center 
and Georgetown University, our partnership with Memorial 
Sloan Kettering Cancer Center, the opening of a new medical 
school with Seton Hall University and the launch of a Center 

for Discovery and Innovation to develop centers of excellence 
for cancer, infectious disease/inflammation and regenerative 
medicine all will pave the way for a bright future at JTCC and 
our Hackensack Meridian Health network. 

As we continue to move forward in a positive direction, 
we recognize the many challenges facing healthcare today. 
The field of medicine, particularly oncology, will continue to 
undergo a dramatic revolution for a number of reasons:

Affordability. The current status is not sustainable with 
rapidly rising healthcare costs heading towards 18 percent of 
GDP by 2020 and with an aging population—20 percent of the 
population will be 65 years or older within the next 20 years.  

The digitalization of healthcare. This challenging innovation is 
everywhere, from big data to health and healthcare apps (more 
than 60,000 available already). Among other applications, the 
digitalization of healthcare includes the ability to monitor people 
and patients remotely and the use of wearables. 

The rapid acceleration of progress in medicine. This is due 
in significant part to the human genome sequencing project 
that shed light on disease mechanisms and the diversity of 
cancer in particular and led to the discovery of numerous new 
drugs, especially targeted therapies. There are currently more 
than 10,000 new drugs in the pipeline of medicine with more 
than two-thirds in oncology. Both immunotherapy and cell 
therapy will profoundly change the way we manage cancer 
and other diseases. 

Precision medicine. This will be required to deliver smarter 
and more cost-efficient medicine at the individual level while 
providing the best outcome. 

The solution to some of these challenges at JTCC includes 

T he 2018 EJI Excellence in Medicine honorees are distinguished professionals who are making a significant impact on 
healthcare during a time of rapid change and uncertainty. They stand out as leaders who have earned the admiration 
and respect of their peers for their commitment to providing quality care to patients, while making improvements 

to the healthcare delivery system itself. We have asked all honorees to discuss the greatest challenges they face in their 
professions. Their answers give us a unique opportunity to better understand the work, as well as the concerns and the 
hopes, of these honorable leaders in healthcare who have made such significant contributions in their respective fields.

Edited by Janet S. Puro, MPH, MBA

OUTSTANDING 
HEALTHCARE 
EXECUTIVE AWARD

Perspectives on Healthcare  
from the 2018 EJI Excellence  

in Medicine Honorees
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Sisters of Charity of Saint Elizabeth,  
Convent Station, NJ 

The mission of the Sisters of Charity of Saint Elizabeth is to 
proclaim and live the Gospel of Jesus Christ, which is to “to 
bring the good news to the poor….to proclaim release to the 
captives and recovery of sight to the blind, to set the oppressed 
free, to proclaim the year of the Lord’s favor (Luke 4:18-19). For 

159 years, the Sisters of Charity have addressed the pressing 
realities of the day, particularly those that impact people who 
are poor and on the margins of society, providing access to edu-
cation from primary to higher education, safety-net healthcare 
and social services with attention to special needs populations, 
for example, immigrants, soldiers in the Civil War, HIV/AIDS 
patients, widows and orphans, women and children and those 
with multiple diagnoses among the urban poor. Maintaining 
this mission and creative responses in these efforts has been 
a great challenge over the years.

As the sponsor of multiple works in education, healthcare 
and social services, we are responsible for continuing this mis-
sion and are acutely aware of the challenges, some of which 
include the following:

Soly Baredes, MD
Professor and Chairman, Department of Otolaryngology-
Head & Neck Surgery, Rutgers New Jersey Medical School, 
and Chief of Service, Otolaryngology-Head & Neck Surgery, 
University Hospital

“It was the best of times, it was the worst of times,” starts 
Charles Dickens’ classic novel A Tale of Two Cities. The same 
perhaps can be said about the current state of the practice of 
medicine. This is certainly the best of times in terms of scien-
tific advancements, unimaginable just a short time ago, that 
help us offer improved care to our patients. As a head and 
neck cancer surgeon, I now have at my disposal endoscopic, 
robotic, laser and reconstructive technologies to perform less 
invasive and more effective surgeries, emphasizing quality of 
life. Accompanied by adjuvant treatments, such as the prom-
ise of immunotherapy, the future of cancer care is bright.  

Practicing medicine continues to be a great privilege; the rela-
tionships we develop with our patients energize and inspire us.

However, there are challenges as well. Increasingly, the 
landscape of medical care is taking on the feel of a corporate 
structure and cold regimentation. The promise of electronic 
medical records has morphed into a rules-laden rigid process of 
data entry and documentation that is draining the humanism 
from the doctor—patient interaction. We spend as much time 
documenting and obtaining authorization for care from insur-
ance companies as we do providing care to patients. The loss 
of autonomy and the time spent in activities not perceived by 
physicians to advance the care of patients are causing reduced 
satisfaction and increasing physician burnout.

As an educator, my greatest challenge is to share the joy of 
practicing medicine, as I impart knowledge and technical skills, 
and to teach that a caring smile is as important as the adept 
use of a surgical instrument—that the reciprocated smile from 
a patient is just as satisfying as an excellent surgical outcome. 
Medical educators have the advantage of previewing the future 
state of medicine by looking at our current trainees. From my 
vantage point, knowing the current trainees, I can see only 
“the best of times” in the future of medicine.

our development of a platform based on a digital classifica-
tion of medicine, starting with oncology, that compresses the 
biological narrative of a given patient and allows us to sort 
patients with similar characteristics (and therefore, compare 
apples to apples). We can track each patient’s journey over 
time and optimize medical decisions, thus improving the out-
come and reducing costs along the way. This will also lead to 
new models of reimbursement, particularly precision payment 

based on individual clinical benefit. 
Additional challenges we face in medicine are our ability to 

align all stakeholders to embrace innovation, design better 
clinical trials and pathways for drug development, as well 
as match policymaking in an extremely rapid changing envi-
ronment. However, if we embrace those challenges and work 
together, I have no doubt that we can leapfrog into the next 
generation of health and healthcare delivery. 

EDWARD J. ILL 
PHYSICIAN’S AWARD®

VERICE M. MASON 
COMMUNITY SERVICE 
LEADER AWARD
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Pranela Rameshwar, PhD
Professor of Medicine, Division of Hematology/Oncology, 
Rutgers New Jersey Medical School

The rapid advancement in technology, research tools, easy 
access to the scientific literature and reagents are contributing 
to the rapid discovery of scientific knowledge that explains 
long-standing “black boxes.” Technologies that allow face-to-
face meetings with other scientists around the globe, without 
the need for travel, have fostered international collaboration, 
aiding trainees from different countries to work and accept 
cultural differences. These interactions among global trainees 
have added to the diversity in research. 

Despite the excitement in science, there are several areas 
of frustration. As an example, clinical practice cannot seem to 
incorporate the rapid growth of science within the treatment of 
patients. At times, it seems that the science is decades ahead 
of the clinical practice. Another major frustration is the lack of 
education about the evolving methods for treating diseases. 

As an example, there is little to no education on stem cell, 
microvesicles and RNA therapeutics in the curricula for under-
graduate medical education and post-graduate education. I 
should note that these treatments are relatively close to the 
patient, yet there is little education in these areas. Immune 
therapy, such as chimeric antigen receptor T-cell (CAR-T) tech-
nology, which some consider as the most exciting discovery 
of this century, seems foreign to medical students, residents, 
fellows and most faculty members.

As a teacher, mentor and scientist, I encounter opinions 
shared by those in healthcare, such as attending physicians 
and trainees. The most egregious is the common belief that 
research and clinical practice are mutually exclusive areas. 
It is difficult to understand the root of such thoughts as the 
consequence of this kind of thinking can be inefficient patient 
care. It is frustrating that clinical personnel do not seem to 
understand that a patient can be treated best if healthcare 
providers can interpret the scientific literature, beyond case 
reports. In the absence of some research knowledge, health-
care personnel are unable to ask insightful questions about 
new drugs. Perhaps the reasons for incorporating research in 
the training of healthcare professionals need to be evaluated 
for the future of medicine. Overall, I am mostly frustrated by 
the demarcation between clinical and basic science faculty. 
In the absence of multidisciplinary teamwork, the science will 
be delayed for the patients who are the ultimate beneficiary. 

OUTSTANDING 
SCIENTIST AWARD

• Educating Boards of Trustees and alumni about the 
changing higher education enrollment landscape and 
how it affects the work and mission of the institution 

• Finding ways to support our mission to provide access 
to values-based education for vulnerable populations

• Preparing students to learn, function and cope in a 
diverse, rapidly changing, increasingly violent society 
and world

• Narrowing the growing technology gap between inner-
city students and families and the level of technology 
used in society 

• Dealing with the present financial and regulatory 

environment, particularly the struggle to gain the 
appropriate amount of dollars to deliver the quality of 
care our communities require

• Working to eliminate unnecessary regulations, which 
drive up the cost of care; the savings could help support 
our mission

• Providing access to appropriate healthcare for those 
most in need, which backs costs into institutions 
stressing their mission and works

• Adjusting to the challenges presented by numerous 
mergers and acquisitions among hospitals and the 
effects on local communities.

Ana Stankovic, MD, PhD, MSPH
Senior Vice President, World Wide Regional Medical Affairs 
and Global Health (retired), BD

Working as a medical researcher in industry certainly brings 
unique challenges. While focusing on the research goal, there 
are many distractions and operational challenges to overcome. 
And of course, there is the agonizingly slow pace of forward 
movement that so often becomes discouraging. However, 
despite the difficulties in this field, I feel strongly that success 
can be achieved by holding on to the sense of curiosity that 
initially ignited one’s passion for medical research. 

OUTSTANDING 
SCIENTIST AWARD
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Steve Kalafer
Founding Chairman, Flemington Car & Truck Country Family 
of Brands and the Somerset Patriots; and Board Member, 
RWJBarnabas Health

The greatest opportunity and challenge in healthcare today 
are the intensity and velocity of change.

All healthcare is local and personal; however, the service and 
delivery of healthcare are no longer burdened by boundaries of 
location, franchise or service line. Each day, there are winners 
and losers in this dynamic and revolutionary change, much 
like a sporting event. The difference is the external public box 
score is not printed every day.

In many instances, healthcare institutions are still making 
decisions that are retrospective rather than prospective. The 
instinct is to protect, do no harm and to not rock the boat. 
Unfortunately, in this mindset, important decisions are made 
in a self-serving bubble. If healthcare providers adhere to these 
historical behavioral tendencies, failure and irrelevance are 
certain. Their obituary has not yet been printed, but the inev-
itability of their early demise has been written.

Having been in my own business for more than 42 years, I 
have seen many industries protect their historical assets and 
position—auto, steel, retail and technology.  In every case, 
the decision to protect rather than innovate and lead has led 
to failure.

GM and Chrysler went bankrupt, U.S. Steel and Bethlehem 
Steel exist only as brand names. The list includes W. T. Grant, 
Sears, Kmart, Circuit City and now Toys “R” Us.  Burroughs, 
Digital Equipment Corporation, Wang Laboratories, Compaq—
these technological giants and many others have become only 
ghosts in industry bedtime stories of horror and extinction.

Healthcare is local and personal, yet no longer has intel-
lectual, technological or geographic barriers to entry. Great 
balance sheets and great brands are only placeholders and 
are transitional unless quality, execution and excellence are 
genuine and part of their daily internal box score. The day’s 
supply of cash and the balance sheet will be meaningful only 
in a vibrant and growing healthcare system culture. Otherwise, 
these measurements will be the definition of a self-liquidating 
business that will manage itself into a non-sustainable relic 
of days gone by.

Janet S. Puro, MPH, MBA, is Vice President of Business 
Development and Corporate Communications at 
MDAdvantage Insurance Company.

PETER W. RODINO, 
JR., CITIZEN’S 
AWARD®

As a young child, I always wanted to be a physician. My 
mother was a radiologist, and I would go with her to her 
work and return home with syringes, needles and bandages. 
Needless to say, my dolls received vaccines and needle pokes, 
and I “examined” many visitors who came to my house. My 
decision to pursue medical research was guided by advice 
my mother gave me; she told me that it would not always be 
possible to do only the things that I like to do, so I should find 
things that I like among the tasks that I have to do and focus 
on those in order to be happy in my work. That is what I have 
done and what helps me overcome the daily challenges. 

I was fortunate to have worked for 14.5 years as an indus-
try executive in the development and improvement of blood 
collection devices, including needles utilized for phlebotomy 
and blood collection tubes. My research focused on improving 
the quality of laboratory testing and on increasing awareness 
of the impact of the preanalytical phase on clinical results. In 
my position, I assured that company products met the highest 

standards of quality and patient safety and that all data gener-
ated using these products met the most stringent requirements 
of scientific rigor. Through my work, I was able to be a strong 
advocate for patient and healthcare worker safety. 

Now, I am able to transfer this passion for patient advocacy 
to the work that I have undertaken as a Board Member for 
the Bergen Volunteer Medical Initiative (BVMI). I am active in 
helping BVMI secure funding needed to provide free-of-charge 
medical care for more than one thousand low-income residents. 
Additionally, I am helping develop ways to expand our reach 
to a larger patient base while, at the same time, expanding 
the scope of our programs. 

I believe that science moves things forward in medicine and 
that working in medical research in an industrial setting is a 
great career path, especially for young physicians who want 
to develop into influential healthcare leaders.

For more information about the  
EJI Excellence in Medicine Awards,  

visit www.EJIawards.org.
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A role of bioethics is to try to anticipate the future and 
try to develop ways to apply fundamental ethical con-
cepts that can persist and remain relevant. Given this 

role, the coming singularity, when artificial intelligence (AI) 
surpasses human capability, will provide some real challenges. 
Just as we should have learned not to wait for someone to 
clone a sheep before considering the implications of genetic 
engineering, we should anticipate the ethical implications 
of machine learning and ask the question: What is the moral 
standing of machines that can think?  

WHAT IS “MORAL STANDING”?
Something has moral standing when its interests must be con-
sidered as having intrinsic worth. Unpacking this statement, 
we find that interests involve a sense of identity, a sense of self 
and a sense of what is good for it. Intrinsic involves a sense of 
“in its own right,” that is not as a means to an end but as an end 
in itself.  “For its own sake” implies not because it has value to 
someone else but has value in and of itself. Worth is not only 
value but also requires moral consideration. 

To illustrate this more clearly, one might ask what you would 
save from a fire: the Mona Lisa or an infant?  Each has value or 
worth, but if you saved the painting, it would not be because 
the painting’s continued existence is beneficial to the painting 
for its own sake. 

WHAT DOES MORAL STANDING PROVIDE?
The Stanford Encyclopedia of Philosophy states that moral 
standing provides “[p]resumption against interference, strong 
reason to aid, and a reason to treat fairly.”¹ Additionally, we 
might consider moral standing as entitling an entity to the 
four familiar principles listed by Beauchamp and Childress 
in Principles of Biomedical Ethics: autonomy, beneficence, 
non-maleficence, justice.2

WHAT PROVIDES MORAL STANDING?
Having considered what moral standing provides, we must 
also ask: What provides moral standing? Is it being alive? Is it 
being potentially alive, that is, a fetus, embryo, zygote, gam-
etes? We recognize different obligations to animals, or insects 

The Moral Standing of Machines 
That Can Think

By Michael J. Solomon, MD
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sensory association areas, as well as from other heteromodal 
areas to integrate that input into a coherent model of the world. 

Anton’s syndrome and the rubber hand illusion* are exam-
ples that illustrate implications for understanding perception—
how the brain integrates sensory input to create a coherent 
world. The human brain may have evolved to provide a  
“constant creation of internal models of the world, virtual 
neural representations of reality which express probability, 
density functions and work by continuously generating hypoth-
eses about the hidden causes of sensory input, minimizing 
prediction error.”³ This fits as a survival advantage. Aside from 
its readability, this seems to be an excellent neuroscientific 
formulation of what consciousness is. We may experience these 
internal models as our reality because we cannot be aware of 
the process. There is no reason to believe we could not create 
a machine that behaves similarly.

In thought experiments, in transplanting a head or brain 
on another body (or in a vat), most recognize the brain as the 
locale of consciousness—I am still me in another body. For 
purposes of declaring death, we accept brain loss as death. 
However, more complicated questions may be: Where does 
consciousness reside? Where are you when you are introspec-
tive? (P. Hutt, personal communication, 2017).     

HOW CAN WE ACCESS OR MEASURE 
CONSCIOUSNESS?  
Can you look inside someone else’s mind or read a person’s 
thoughts?  Perhaps, only by relating via language, art, read-
ing or writing (stream of consciousness). It is doubtful that 
improved neuro-imaging will allow machines to read our 
thoughts or that we will be able to transmit our thoughts 
via telepathy. But that depends in part on how we consider 
consciousness.

Perhaps consciousness is purely an emergent process of 
brain neurologic activity. Emergent means a property seen at 
the macrolevel that would not have been predicted from the
microlevel. This is seen in levels in biology: physics, chemistry, 
cells, tissues, organs, organisms, societies. We can identify rules 
at each domain level that allow predictions or explanations 
not apparent at lower levels.

CAN CONSCIOUSNESS EXIST OUTSIDE SCIENTIFIC 
DISCOVERY? 
Perhaps consciousness involves something supernatural. Is 
there a soul or atman, or non-material essence or property of 
consciousness? If we cannot measure consciousness, could that 
be because it is outside the physical realm of science? Is there 
an element of consciousness that was present before our birth 
and persists after we die? For more than 5,000 years, human 
history has included mysticism, spiritualism and platonic  
idealism—acknowledging a realm we cannot access. 

or plants than we do to Homo sapiens. In practice, we seem to 
attribute moral standing to what most resembles ourselves. 
We provide moral status to cute animals that remind us of 
children, not to lobsters or insects. We seem to give greater 
moral standing to our family, race, color and culture but with 
no good philosophical grounding for that. In fact, we are all 
members of multiple communities. 

Some propose sophisticated cognitive capacities as the 
grounds for moral standing. This implies self-awareness—
awareness of oneself as a continuing subject of mental states. 
We provide moral standing to infants with the capacity to 
develop sophisticated cognitive capacities, yet we do not 
necessarily lose moral standing when we lose capacities to 
dementia. 

Pragmatists say the capacity to suffer is what demands 
moral standing. Others ask: Must moral standing be limited 
to individuals, or does an ecosystem like the rain forest deserve 
moral standing?  

Although we may debate the grounds for moral standing, 
most would agree that an entity that is conscious, that is self-
aware, deserves some degree of moral standing.

CAN A MACHINE BE CONSCIOUS? 
When considering the moral standing of machines, we must 
ask: What is consciousness/self-awareness? We all know that 
inner dialogue, that first-person singular experience that we 
identify as “me.” Can a machine ever acquire that property? 

There are at least three aspects of  
self-awareness: 
 1) sentience: sensory input from inside or outside your 

body, a sense of where you are in the world;  
 2) personal identity and history: I persist over time; 
 3) intentionality: Not only am I aware that my hand is 

moving, but I am moving my hand (D. Schneider, MD, 
personal communication, 2017). 

Considering sentience, at present, machines can see wave-
lengths well outside those the human eye sees, and they can 
hear beyond what we hear. We must distinguish between sen-
sation and perception. Perception involves integration and 
interpretation of the sensory input. The heteromodal cortex 
consists of two brain regions: posteriorly at the confluence of 
the parietal, temporal and occipital lobes and anteriorly in 
the prefrontal lobes. These areas receive input from unimodal 

*Anton’s syndrome involves bilateral occipital lobe (visual cortex) loss leading to 
total blindness, but the patient is unaware of (and denies) the state of blindness. 
Other regions of the brain continue to create a coherent visual world. The rubber 
hand illusion involves hiding the normal hand behind a piece of cardboard, plac-
ing a rubber hand in view and then stroking the rubber and normal hands with a 
brush, creating the illusion that one can feel the rubber hand.
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Only in the past 500 years have science and the scientific 
method of observation and experimentation dominated our 
perception of the universe—and extremely successfully; see 
moon landings and cell phones. Even considering science, phys-
ics has now revealed a universe that is quite different from the 
one we thought we lived in: Time and space are not continuous. 
Entangled particles defy localization. There may be multi-verses 
with different laws. Reality depends on the observer. 

Richard Feynman has related the fable of a young woman 
who, by observing chess games, learned all the rules and the 
strategies involved and became a chess master without any 
outside teaching. But despite her amazing powers of obser-
vation and interpretation, when she was asked why the chess 
board is 12 squares by 12 squares, and not some other num-
ber, she was completely unable to come up with any expla-
nation through observation or experimentation. According to 
Feynman, science is a tool, like a hammer. There exist nails and 
screws. You will not succeed in trying to hammer a screw. There 

are some questions that science will not be able to answer  
(E. Turner, personal communication, 2017).

IS SELF-AWARENESS AN EMERGENT PROPERTY OF 
INFORMATION PROCESSING?
If self-awareness is an emergent property, is it the result of 
information processing? In the 1940s, Claude E. Shannon, work-
ing at Bell Labs and at MIT, pioneered this field with work on 
data compression. But insufficient computing power resulted 
in applications of this work being limited, until recently. In 
2004, Giulio Tononi, at the University of Wisconsin, proposed 
integrated information theory (IIT) as a mathematical means 
of describing and measuring consciousness; today, IIT remains 
a leading theory. The pan-psychic school of thought believes 
that a degree of consciousness exists whenever information 
is transmitted, and therefore, even subatomic particles may 
have a degree of consciousness. 

Anton’s syndrome involves bilateral occipital lobe (visual cortex) loss 
leading to total blindness, but the patient is unaware of (and denies) 
the state of blindness. Other regions of the brain continue to create a 
coherent visual world.
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If, in fact, consciousness can be the result of an emergent 
property of information processing, then why couldn’t AI 
become self-aware—conscious? Perhaps such awareness 
would be inevitable. 

WHAT ARE THE ETHICAL CONCERNS OF MACHINE 
LEARNING?
Approaching singularity has implications for ethics. Can a 
machine have emotions? Can a machine that can process 
information develop a personal identity? The brain interprets 
experience based in part on the social milieu. That, along with 
endocrine function, is an aspect of emotion and likely, could 
be modeled on a machine. A computer clearly can have mem-
ory, and this could lead to a sense of personal identity and a 
sense of persisting moment to moment. But the quality of that 
experience is unknown. 

Can an AI suffer? Or only simulate suffering? At present, we 
use robots for many activities, such as clearing minefields for 
the military and working in nuclear reactors, precisely because 
we believe the robots are not conscious and cannot suffer. 

There are ethical concerns in the age of thinking machines 
that do not relate to moral standing. Machine learning already 
incorporates our prior and existing biases. One example is 
a hiring program developed to determine which potential 
employees will have success and longevity in the job. Based 
on big data, the neural networks found that ZIP code was the 
best predictor but failed to note that ZIP code was a surrogate 
for socioeconomic factors that have intrinsic biases. 

The use of neural networks for machine learning has revo-
lutionized computing. Before 2012, no algorithm could distin-
guish between a dog and a cat or between a man and a woman. 
Now, neural networks can be taught to make those distinctions 
and incorporate that learning into image and even voice rec-
ognition. How neural networks learn remains a black box. We 
cannot know what the machine uses to make its predictions 
and draw its conclusions. The networks incorporate multi- 
dimensional (hundreds of dimensions) foldings to distinguish 
categories. Projects like Big Patient at Mount Sinai Hospital 
are collecting big data on thousands of patients and will allow 
diagnostic accuracy and treatment recommendations far supe-
rior to those of human physicians. Many predict that within the 
next 5 to 10 years, image recognition by artificial intelligence 
will fundamentally change the work diagnostic radiologists 
and pathologists perform.4 These are advances we cannot 
avoid incorporating, but can we delegate these life-altering 

We cannot outsource our moral responsibilities to 
machines.… Artificial intelligence does not give 
us a get-out-of-ethics-free card.

determinations to a process that is likely biased in ways we 
cannot even identify?5 In the words of Zeynep Yufekci, “We 
cannot outsource our moral responsibilities to machines. … 
Artificial intelligence does not give us a get-out-of-ethics-free 
card.”⁶

We also should not underestimate how amazing biologic 
systems are. Could the combination of the intuitive capabilities 
of humans + the computational power of computers = being 
more valuable, productive and adaptable than either alone? 
Will the future of evolution be non-biologic, biologic or more 
likely, cyborg? Or will the real threat come not from thinking 
machines but from the humans who control them?

The implications of artificial intelligence and thinking 
machines, like previous historic paradigm shifts, will probably 
involve considerations that we cannot even predict at present. 
Science fiction scenarios like those in The Terminator, or I, 
Robot or Ex Machina may not be so fictional. The pace at which 
the world is changing is unprecedented. Not only is technology 
growing exponentially, but the exponent is growing exponen-
tially. The next generation of AIs will be created by an AI, not 
by humans. So, if a role of bioethics is to try to anticipate the 
future and to try to develop ways to apply fundamental ethical 
concepts that can persist and remain relevant, then the coming 
singularity, when AI surpasses human capability, will provide 
some real challenges, and now is the time to consider them. 

Michael J. Solomon, MD, is Chairperson, Bioethics 
Committee, Robert Wood Johnson Barnabas University 
Hospital, New Brunswick, New Jersey, and Vice Chairperson, 
Bioethics Committee, Medical Society of New Jersey.
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The New Jersey Senate confirmed Dr. Shereef Elnahal as Commissioner of the New Jersey Department of Health 
on March 26, 2018. Before joining the Department, Commissioner Elnahal served as Assistant Deputy Under- 
Secretary for Health for Quality, Safety and Value at the U.S. Department of Veterans Affairs. Dr. Elnahal is a  
licensed physician and earned his MD and MBA degrees from Harvard University. He received medical training  
at Brigham and Women’s Hospital in Boston, MA, and Johns Hopkins Hospital in Baltimore, MD. Commissioner  
Elnahal recently responded to questions posed by MDAdvisor staff about his goals and priorities at the  
Department of Health and the challenge facing New Jersey healthcare providers.

An Interview with Shereef Elnahal, MD, MBA

MDAdvisor: You have quite a diverse background. What has 
prepared you the most for your current role as New Jersey 
Health Commissioner?
Elnahal: My experience serving veterans at the federal level has 
been especially valuable to me. I was responsible for the qual-
ity and safety of healthcare for more than 8,000,000 enrolled 
veterans in the Veterans Affairs (VA) system, which is the largest 
health system in the United States. We oversaw many func-
tions—everything from quality performance and outcomes to 
reporting on timely access to quality care, which are closely 
related to my role in New Jersey. In addition, New Jersey has 
a similar population in terms of the total number of residents. 
My experience with the Veterans Affairs was eye-opening; it 
was the honor of my professional life up to this point. It pro-
vided me with the management, public policy and leadership 
skills that I need now. It taught me to surround myself with 
the right people, and that is the kind of team I have now in the 
Department. I have folks who know New Jersey really well, 
know the Legislature well and know all of the advocacy groups 
and external organizations with which it will be essential to 
partner. That will be the key to making our efforts successful.

MDAdvisor: How does your role with the VA transfer to your 
role in NJ?
Elnahal: I learned a lot being at the VA that I think is trans-
ferable to New Jersey. As the saying goes, “If you’ve been to 
one VA, you’ve been to one VA,” which means it’s essentially 
a federation of independently operating units with their own 
relationships to veterans’ organizations in the community and 
with broad latitude to operate in ways that each individual 
VA facility feels is best. There are advantages and disadvan-
tages to that kind of style. One advantage is that you have a 
very broad environment in which to innovate. In New Jersey, 
the Department of Health has broad influence and regulatory 
authority over hospitals and other healthcare facilities, but of 
course, does not have direct purview operationally over those 
facilities—with the exception of four state psychiatric hospitals. 
The way that we were able to get so many stakeholders and 
facilities involved in the VA was not through mandate or forcing 
individuals and stakeholders to do things. Rather, it was vol-
untary. It was setting the right culture, putting the road map in 
front of folks and asking them to join us, and an overwhelming 
majority of facilities did. We had more than 100 facilities in 
the VA adopt at least one of the best practices we were trying 
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to spread. The stakeholders I have met in New Jersey, so far, 
share in the mission-oriented culture of our Department and 
want to improve care for New Jerseyans. Of course, they have 
their own interests and priorities as well, but so far, I’ve gotten 
nothing but positive responses to the calls to action that we’re 
trying to move forward. 

MDAdvisor: What have you accomplished thus far in your short 
time at the Department of Health?
Elnahal: Internally, we have our set of priorities to make the 
Department work better. I was honored to be on Governor 
Murphy’s transition team for healthcare. I co-chaired that group 
and had the opportunity to listen to a lot of stakeholder feed-
back on how the Department functions. I took that feedback to 
heart when I was offered this position. We’re doing a number of 
things to improve these issues, and we have a strong focus on 
making our operations more efficient, more customer-focused 
and just better for all stakeholders involved. That, most defi-
nitely, includes our employees, and that means making sure 
we’re staffed appropriately. We have hired more than a dozen 
people already. These are vacancies that were not filled in the 
last administration, and so I’m keeping that promise to our 
employees. We are also working to improve gender pay equity. 
We’ve already received data that I explicitly asked for after the 
Governor’s executive order on this, the first executive order 
that he signed as Governor. We are trying to build a positive, 

uplifting culture so that we can better serve our stakeholders. 
One thing I learned in the VA is that happy employees result 
in happy customers. It’s just a textbook management lesson. 

MDAdvisor: What are your priorities as Health Commissioner?
Elnahal: Externally, we have six different priorities. The first is 
eradicating the opioid epidemic. That is a purposefully ambi-
tious item because it is a public health crisis. So far, I have had 
the opportunity to go to the Hill and advocate for as much 
funding as possible to support our efforts to fight the opioid 
epidemic, and Governor Murphy has proposed $100 million in 
his first budget to fight the opioid epidemic. We’re mapping the 
journey of people in New Jersey from their initial exposure to 
opioids, all the way through to addiction, overdose, incarcer-
ation and death. We are looking at ways to limit prescriptions 
where they’re not needed, using established best practices, 
like the Alternatives to Opiates Program at St. Joseph’s Medical 
Center in Paterson. We also have interim metrics that we are 
focused on, in addition to number of deaths. We’re really trying 
to make progress on this epidemic, and I think we will.

The second priority is improving access to and the quality of 
mental health services, and that includes ambulatory services, 
as well as inpatient state psychiatric hospitals. We’re focused 
on the recommendations that the New Solutions consulting 
firm is currently drafting for us and actually executing on those 
in a timely way to improve the system. We’ve already started 
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by filling vacancies, making sure that capacity is appropriate 
in the hospitals and where possible, bringing as much care 
into the outpatient settings as possible.

The third priority is making sure that we have as many people 
as possible covered by insurance options like the Affordable 
Care Act and Medicaid. We have underenrollment in Medicaid 
in New Jersey. Insurance premiums are among the highest in 
the country, and in order to have meaningful coverage and 
meaningful access, we need to make sure healthcare is afford-
able for people. 

The fourth priority is improving women’s health and decreas-
ing maternal mortality. Maternal mortality is, unfortunately, 
quite high in New Jersey compared to other states. Thanks 
to the Legislature and the Governor, we’ve already restored 
$7.5 million that had been refused to the family planning and 
women’s health clinics, ensuring that whatever the federal 
government does to try to limit services in this area will not 
impact the people in New Jersey.

The fifth priority is improving access to and improving the 
operations of our medicinal marijuana program. Governor 
Murphy recently accepted the Department’s report recom-
mending nearly two dozen reforms that will not only make it 
easier for patients to access medicinal marijuana but also to 
reduce the regulatory burdens of Alternative Treatment Centers 
(ATCs) that are dispensing it, while making sure that they are 
abiding by the law. We also need to make it easier for physi-
cians and other healthcare providers to learn about medicinal 
marijuana as a treatment option and to administer it. 

Finally, my team and I aim to reduce the shameful dispar-
ities that we have in public health outcomes in New Jersey, 
most notably in black infant mortality. Black infant mortality 
is three times the rate of the general population, and in certain 
locations like Atlantic City, it is five times that of the general 
population. With the right interventions, we’re going to focus 
on where the problem is, as well as the root cause.

MDAdvisor: Regarding the opioid epidemic, what should 
healthcare providers be doing to help support the initiatives 
to limit abuse?
Elnahal: We need to make sure that the clinicians who serve 
patients in emergent settings who need pain relief are aware 
of all of the other treatment options for pain besides opioids. 
Reducing opioid prescriptions will reduce addiction and will 
reduce overdose deaths. In addition, ensuring that more pro-
viders are trained in Medication-Assisted Treatment (MAT) is 
absolutely necessary. This is a best practice for treating addic-
tion. We must recognize and reward institutions like Rutgers 
University that are teaching every one of their medical stu-
dents what MAT is and how to administer it. These are nuanced 
treatments that require training and certification. Of course, 
MAT also needs to be combined with the right counseling and 

therapy programs. Then, finally, we need to ensure that all 
first responders have access to naloxone and know how to 
use it effectively. 

MDAdvisor: You’ve been traveling around the state empha-
sizing the importance of healthcare staff getting vaccinated 
against the flu. Why is that important? And why has there been 
some resistance to it?
Elnahal: As a trainee and as a physician, I worked in hospitals 
that gave me an option: I could either get the vaccine, or I could 
wear a mask in front of every patient I saw. If I did not do that, 
I would lose access to electronic health records, which meant 
that I could not do my job. We need more hospitals to do that. 
In New Jersey, we have a lower rate of hospital worker vacci-
nation than much of the rest of the country, and that needs to 
change. I’ve recognized multiple facilities from nursing homes 
to hospitals for high vaccination rates, and they have submitted 
their protocols to us so we can put them out there as resources 
for other institutions to adopt. Of course, there are always 
barriers to requiring employees to do something that could 
be described as invasive, but I think institutions have gotten 
around that pretty well and convinced folks that this is part of 
their mission. In cases where employees can’t be vaccinated 
due to religious exemptions or allergies, they can wear a mask 
and take other precautions to reduce the risk of transmission.

MDAdvisor: What do you view as the greatest challenge facing 
New Jersey hospitals and healthcare providers? Do they differ 
from other states, or are they similar?
Elnahal: I think a big challenge, and one that I will focus on 
pretty intently, is the transmission of patient health informa-
tion in a seamless manner from one provider to another, or 
in other words, interoperability. This is not unique to New 
Jersey. HITECH legislation passed in 2009 essentially estab-
lished meaningful use criteria and incentives for adoption of 
electronic health records. Unfortunately, in retrospect, it didn’t 
go far enough to incent interoperability between providers, 
nor did it incent the electronic health record vendors to build 
the right capabilities in order to make this happen. The one 
stakeholder who wins the most, by far, in areas where you 
have effective interoperability is the patient. We are going to 
make a big push for the New Jersey Healthcare Information 
Network. Several hospitals and the Trenton Health Team have 
already signed up. 

I am a type 1 diabetic. If I am sent to an emergency room 
as a patient with low blood sugar, having my medical history 
available by default to clinicians in that emergency room, even 
though I may never have been there before, will get me to 
where I need to be much faster and could potentially save my 
life. In order to make progress in this area, we have to get the 
right input from hospitals about the barriers and concerns. We 
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need the right input from the health information exchanges to 
understand what makes it difficult for them to operate, and 
we need to make a big push to get every hospital in the state 
on an interoperability network—the New Jersey Healthcare 
Information Network. We need to give providers the right incen-
tives to join. There are some technological barriers, but they are 
not the main bottleneck. We need to hear from the stakehold-
ers to understand what incentives are needed to encourage 
them to join, and ultimately, to pursue informed legal and 
regulatory options that would lead to more participation. 

MDAdvisor: What do you see as the most important changes 
coming to healthcare over the next few years?
Elnahal: I think you’re going to see more consolidation. In New 
Jersey, you’re already seeing it with the big systems. But I also 
have heard of creative ways for hospitals and clinics to partner 
without necessarily being under the same financial umbrella. 
The advantages you get with either strategy center on care 
coordination and the availability of a diversity of resources. 
The more coordinated you are with different pieces of the 
healthcare puzzle for the patient, the better the outcomes will 
be. Big health systems can do that because they have direct 
operational authority over all of their clinical units. Other play-
ers in New Jersey can still operate as single hospitals but also 
create partnerships and think of creative ways to work with 
others across the state. This is where interoperability can be 
a catalyst. I think you’re also going to see a lot more innova-
tion, and more healthcare will be provided through telehealth. 
In New Jersey, we finally have a definition of telehealth and 

legislation that is going to require us to assemble an advisory 
board that is going to help us make the industry successful 
here. The goal is to extend access to care to rural areas of New 
Jersey, as well as to Medicaid patients. That innovation is going 
to be heavily encouraged by the Department of Health and the 
Murphy Administration. 

MDAdvisor: Is there anything else you want to say to the 
independent physicians of New Jersey about how they can 
partner with the Department of Health to make a successful 
relationship?
Elnahal: Getting in front of us as important stakeholders 
through the different advisory boards that we have and the 
different stakeholder meetings we hold will be essential. 
Physicians can affiliate with associations that make it easier 
for us to find them, or they can reach out to us directly to let us 
know their concerns. As part of our efforts to improve internal 
operations, we are going to make sure that we’re more respon-
sive and that we listen to all stakeholders that want to give us 
feedback on our policy and our programs. 

Catherine E. Williams is Senior Vice President, Business 
Development and Corporate Secretary, and Janet S. Puro, 
MPH, MBA, is Vice President, Business Development  
and Corporate Communications, at MDAdvantage 
Insurance Company.

My team and I 
aim to reduce 
the shameful 
disparities that 
we have in public 
health outcomes in 
New Jersey, most 
notably in black 
infant mortality.
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Health systems and providers must strengthen their ability 
to manage population health and costs through risk-based 
contracting. A shift to global financial risk through capitated 
arrangements between managed care organizations (MCOs) 
and providers is critical. Despite the ever-shifting winds of 
federal and state health policy, traditional fee-for-service (FFS) 
payment is insufficient in today’s marketplace. Innovative 
health system leadership in network development, popula-
tion health management and contracting negotiations is vital 
to remain competitive, as well as to address rising costs and 
poor health outcomes. There is simply no new money flow-
ing into the funding of healthcare for any line of business. 
Macroeconomic forces—such as the growing penetration of 
government reimbursement and value-based payment meth-
odologies, lingering uncompensated care and limited progress 
on affordability of coverage—are shaping the need for closer 
alignment and integration of health systems. Although shifting 
risk to providers is increasingly a cost-control strategy, it may 
empower providers to elevate population health and gain more 
control of the premium dollar.

ADDRESSING PROVIDER SKEPTICISM OF RISK-
BASED CONTRACTS
Health system leaders diverge greatly in their attitudes 
toward taking on additional financial risk. While the Health 
Care Payment Learning & Action Network (LAN) reported in 
October 2017 that almost 30 percent of all healthcare pay-
ments in the United States are linked to alternative payment 

models,1 clearly most health systems still rely largely on the 
fee-for-service model. A 2017 survey of physician groups by 
the American Medical Group Association found that, while “it 
is reasonable to say the move to value is prevalent among a 
large majority of survey respondents,” significant impediments 
remain in transitioning to value. The most critical obstacles 
cited involve lack of access to value-based contracts, lack of 
access to administrative claims data, health plan data that 
is not actionable, and the need to develop and finance the 
infrastructure necessary to take risk. While physicians and 
health systems understand the rationale to move to risk-based 
arrangements and away from FFS payments, there remain deep 
undercurrents of doubt and concern. Critical to developing 
successful risk contracts is acknowledging and addressing this 
deep provider skepticism and negative experience.

A broad spectrum in provider risk models is evident. At one 
end are systems skeptical about taking on risk beyond modest 
bonuses for reaching quality and patient satisfaction bench-
marks or avoiding penalties for hospital readmissions. Those 
reluctant physicians and hospitals do not feel they have the 
resources or geographic range necessary to create the infra-
structure needed to succeed at risk. That may be true. In the 
middle of the spectrum, many health system administrators 
have matured past dabbling in risk and are creating clinically 
integrated systems of care. These systems are aligning and 
integrating with physicians, as well as embracing clinical 
performance improvements with an integrated medical staff. 
The market-leading health systems are actively engaged in 

*  Adapted with permission from Assessing More of the Health Premium by the authors, copyright 2017 COPE Health Solutions.
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Medicare Shared Savings Programs, next generation account-
able care organizations (ACOs) and bundled payments for con-
ditions such as spinal surgery. Finally, systems such as DaVita 
HealthCare Partners in California, Montefiore Health System in 
New York and Geisinger Health System in Pennsylvania have 
fully embraced value-based care, population health and con-
tracts that delegate substantial accountability and financial 
risk to providers.

Transitioning to risk is necessary for retention, market share 
growth and long-term profitability of health systems. However, 
a disconnected network of well-intentioned providers requires 
organization and integration to add true return of value in 
which quality, value and joint efforts control the total cost of 
care. The shift to a successful, all-payor, value-based environ-
ment is rooted in seven essential characteristics that enable 
health systems to align payment with high-quality care.

ALIGNING PAYMENT WITH HIGH-QUALITY CARE: 
SEVEN ESSENTIAL CHARACTERISTICS 
I. PHASED ROADMAP FOR SUCCESS
Moving into global risk is critical for longer-term sustainability; 
however, global risk is perilous if approached with a mud-
dled strategy. Health systems must develop a clear, phased 
roadmap to global risk. This roadmap must combine a sound 
strategy for assessment, evaluation and implementation at 
the health system level, along with well-negotiated managed 
care contracts. These payor arrangements must ensure that 
successful utilization management will lead to pass-through 
revenue savings to physicians and dollars to reinvest in core 
population health infrastructure.

The first step in developing a phased, articulated strategy is 
to understand in great depth the flow of dollars into and out 
of the health system. Significant structural changes in care 
delivery and payment systems require all hospitals under-
take a transformation to participate in value-based payment 
arrangement. Hospitals vary considerably in terms of geogra-
phy, services and patient population. There is no single model 
that will work for all systems. Deficiencies in operational, clin-
ical information technology (IT) infrastructure can jeopardize 
value-based contracts if not readily addressed. Therefore, it is 
essential that a population health infrastructure build (such 
as in new data systems and integration of health records with 
community care partners) be phased in to ease system tran-
sition. The goal of the strategy must be sustainable success 
in managing the global risk dollar for defined populations.

II. INFRASTRUCTURE BUILD TO SUPPORT RISK-
SHARING
A framework of managed care contracts that support aligned 
incentives and population health infrastructure underpins a 
successful move to risk. Payment systems from MCOs within 
a given market must expeditiously reach a tipping point of 

concentrated revenue that rewards aggressive waste reduc-
tion and improved quality of care. Aligning disparate payment 
streams from multiple payors concentrates resources. If this 
does not happen, the costs of assembling care management 
and data infrastructure will overpower small separate pockets 
of prospective risk revenue. In spite of much industry buzz, full 
capitated payment made directly to care delivery systems or 
practices remains relatively rare, as noted in the previously 
cited 2017 Modern Healthcare Hospital Systems Survey and in 
product “pockets,” such as Medicare Advantage and Medicaid 
managed care. Increasingly, it is likely to encompass care for 
the Medicare and Medicaid dually eligible populations as they 
transition into managed care but has not yet amassed a pres-
ence in the commercial market.

Although negotiating a risk contract is markedly different 
from negotiating an FFS contract, certain fundamentals should 
be considered. First, every market is local, defined by the play-
ers and opportunities in geographic boundaries. The kinds of 
arrangements that health plans and providers are willing to 
enter into depend on traditional supply-and-demand analysis 
of the local market. However, the choice also depends on the 
underlying concerns that each player has about value-based 
arrangements, often related to readiness from an administra-
tive, population health management and network adequacy 
perspective, further emphasizing the need to reinvest quickly 
in infrastructure.

III. DATA ANALYTICS AND MODELING CAPABILITIES
Knowing how to begin taking risk is complex. There is no one-
size-fits-all approach. Moving deliberately but not immediately 
to downside risk in contracts allows providers and payors time 
to negotiate delegation of responsibility and adequate dollars 
to make the agreement attractive for both parties. Providers 
must understand fully how their contract works in multiple 
scenarios, favorable and unfavorable. Future success lies at the 
intersection of the optimal division of responsibility between 
payors and providers and in having the appropriate infrastruc-
ture in place. It is vital that the leadership understand various 
revenue and spend impacts at the level of individual physi-
cians, hospitals and other key providers. A validated forecast 
of the actual impacts of key initiatives will gain buy-in from 
stakeholders. 

Factors influencing the impact of capitation on a health 
system or physician practice and its patients may include the 
following:

• Size of the group of patients at risk
• Patient risk groups as defined by diagnoses
• Scope of capitated service
• Provider incentives already in place (both financial and 

nonfinancial)
• Adequacy of the capitated payments
• Risk-adjusted for disease type and/or severity
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• Proportion of practice revenue derived from capitation
• Availability of savings (if any) from cost efficiency for 

use to improve services

IV. MANAGED SERVICES ORGANIZATION 
COMPETENCIES
As risk shifts from health plans to providers, many of the func-
tions and services traditionally operated by health plans, such 
as quality outcomes and provider education, are widely consid-
ered more appropriately owned by the health system. Managed 
services organizations (MSOs) provide a wide range of these 
administrative and management services to providers through 
delegation agreements in order to standardize and reduce 
duplicative services in multi-hospitals. The health system typ-
ically owns and operates the MSO as a division of the system.

With MSOs, employed and community practices are coor-
dinated to improve the accessibility of primary and specialty 
care. Additionally, MSOs provide centralized reporting for phy-
sicians to monitor their performance on quality metrics, total 
cost of care and efficiency measures that are more focused 
and effective than health plans alone. This reporting capa-
bility allows providers to track their progress in real time and 
compare their performance relative to other providers in the 
region. The governance, structure and functionality of an MSO 
are unique to the health system the organization serves. Typical 
MSO services are grouped into three main categories with 
multiple subservices within each group: strategic and admin-
istrative services, clinical or operational program design and 
clinical decision support, and technology enablement services. 
Due to the variety of MSO services, understanding the network 

need, scope and costs of services before building or purchasing 
MSO services is critical.

V. CARE MANAGEMENT AND COORDINATION 
MODEL
Success in risk contracts and capitation requires a defined care 
management and care coordination model that accomplishes 
the following:

• Demonstrates improved clinical performance. Success 
is demonstrated by improved disease management 
measures, patient engagement in care, reduced hos-
pitalizations, decreased emergency room visits and 
avoidable readmissions.

• Moves moderate risk patients from costly episodic care. 
Success is demonstrated by avoiding a patient moving 
into the high-risk category by becoming self-sufficient 
in managing his or her care.

• Maintains a healthy status in those patients identified 
as low risk. A strong primary care system is required, 
evidenced by pairing patients with a primary care pro-
vider (PCP), participating in preventive screenings and 
avoiding unnecessary hospitalizations and emergency 
department visits.

• Improves ambulatory care networks outside the hos-
pital. Success requires collaboration with independent 
physician associations (IPAs) or ancillary providers 
to build wrap-around support services, such as care 
navigation centers, care coordination and post-acute 
relationships and affiliations, including home health 
services and wellness initiatives.

ALIGNING PAYMENT WITH HIGH QUALITY CARE:
7 ESSENTIAL CHARACTERISTICS
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VI. PROJECT MANAGEMENT OFFICE CAPABILITIES
A robust project management office (PMO) is essential to move 
a system through the complexities of a phased approach to 
global capitation. A strong PMO team can aid an organization 
in navigating change in a complex environment where patient 
care, financing and the workforce are all critical to operations. 
Many health systems have utilized PMOs to execute strategic 
initiatives as the systems face intense competitive pressures. 
There is widespread consensus that PMOs can help organiza-
tions deliver their projects on time and on budget. The PMO 
should operate independently from the day-to-day manage-
ment responsibilities of the system to define the project, train 
key managers, manage information flow, allocate resources, 
schedule projects and track budgets.

VII. UNDERSTANDING OF VALUE-BASED 
COMPETENCIES
Perhaps the most critical component of a shift to value-based 
payment is a thorough understanding of the various transi-
tion states it will take to reach a strategic goal for risk-based 
arrangements. Most health systems will gradually transition 
through several stages of risk and will likely have contracts 
in different stages of risk at any specific time. For instance, 
in alignment with federal and state programs, Medicare 
Advantage and Medicaid contracts are likely to have more 
risk imposed than commercial contracts. Healthcare leaders 
must understand the various negotiation points tied to varying 
levels of risk in order to execute effective contracts. 

It is also imperative that physicians understand the stages 
at which their risk shifts from being upside only with less to 
lose to including highly consequential downside risk. At this 
point, providers should be fully prepared to succeed in a risk-
based arrangement. 

CONCLUSION
Healthcare must become an integrated experience that encom-
passes services from the hospital setting, ambulatory clinics, 
social services, community organizations and beyond. No 
overnight solution or easy fix will prepare a health system to 
succeed sustainably in the world of capitated payments. The 
transition to value-based care is a complex shift in reimburse-
ment and a foundational shift in how healthcare is delivered. 
Patients can expect to spend less time in the hospital and to 
have an improved experience that is delivered across multiple 
settings. Providers can expect to benefit from shared savings 
tied to performance improvements, to gain more control over 
how their dollars are spent and to realize the increased admin-
istrative and technological support of MSOs.

For this model to be successful in delivering care, improving 
the patient experience and sharing risk between the health 
plans and providers, a significant investment must be made 
up front. Although substantial capital investments (such as 

building an MSO) may bring quick wins, there are initial steps 
that are arguably equally important for a fraction of the cost. 

First, for any transformative initiative to succeed, complete 
buy-in from all stakeholders is imperative. Health systems must 
understand that there is success in numbers, and fragmented 
leadership or competing priorities can derail strategic decisions 
and implementation if not approached as a united front. 

Second, once buy-in from key stakeholders is achieved, 
this education and strategy must waterfall down to providers, 
administrative support and care managers. To succeed, the full 
continuum of care providers must understand and support the 
decision to choose value over volume. 

Finally, a comprehensive plan must be realistic and address 
the necessary infrastructure to support the achievement of 
strategic goals. Central to this plan is acknowledging and 
developing solutions for management services, population 
health, data analytics and care management as these services 
are the basis for providing the whole-person, patient-centered 
approach that is the crux of risk-based payments.

As value-based payments have rapidly gained traction in 
the market in recent years, there are many models for health 
systems to consider when transforming their organization. The 
federal and state governments are an excellent source of such 
models. From the Medicare Access and CHIP Reauthorization 
Act (MACRA) to ACOs, Medicaid and Medicare programs are 
leading the charge in the transition to value-based arrange-
ments and physician incentives. These programs may serve 
as training wheels for organizations wishing to take steps 
toward a capitated model and can guide the development 
of arrangements in different lines of business. Additionally, 
several independent organizations may serve as models for 
success in different areas, such as Montefiore’s ACO or Geisinger 
Health System’s physician-led success in population health. 

The continued underlying government budget squeeze, as 
well as the broad range of services needed by patients for care 
in their community, create the continued right conditions for 
value-based care. The shifting dynamics of federal and state 
health policy and an understanding of the need to emphasize 
value over volume will not leave the market anytime soon—
despite the uncertainty in healthcare policy. 

Cindy Ehnes is Executive Vice President and Allen Miller is 
Chief Executive Officer, at COPE Health Solutions, which has 
offices in Los Angeles, CA, and New York, NY.

1. Health Care Payment Learning & Action Network. (2017, October 30). 
Measuring progress: Adoption of alternative payment models in commercial, 
Medicaid, Medicare Advantage, and Fee-for-Service Medicare Programs 
report.

2. Speed, J. D., & Graziano, A. (2017, December). Taking risk, 3.0: Medical groups 
are moving to risk … Is anyone else? White Paper: Third Annual Survey on 
Taking Risk. http://www.amga.org/wcm/PI/Risk/MA/EI/wpTakingRisk3.pdf.
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A BRIEF HISTORY OF MEDICAL TREATMENT 
PARADIGMS
The foundation of Western medicine is usually traced to 
Hippocrates who is generally credited as the author of the 
first paradigm shift in medicine: moving to disease viewed as 
a dysfunction of the body rather than the capricious actions of 
supernatural beings. While modern medicine now discounts 
the significance of the “four humors,” ancient efforts to balance 
and alter these humors transferred responsibility for humans’ 
health from the hands of the gods to the hands of the physician.

Eventually, through luck or science, the physician arrived at 
the next paradigm shift in medicine: symptomatic treatment. 
Even in the absence of a sophisticated understanding of physi-
ology or pharmacology, substances like laudanum and aspirin 

were developed that could provide relief without necessarily 
addressing the underlying cause of a patient’s distress.

The prevention of illness represented another major para-
digm shift. Prevention may seem a modern effort, but centuries 
have passed since it was first noted that vaccinia inoculation 
prevented variola and that lime consumption prevented 
scurvy. Today, a significant proportion of healthcare expen-
ditures is directed toward the prevention of illness, and the 
effort has met with tremendous success. In fact, once-common 
childhood illnesses have become such rarities that they attract 
attention from hospital staff.

The scientific revolution eventually brought us to the thresh-
old of modern medicine. Advances in fields such as chemistry 
and biology ushered in the advent of the next paradigm shift: 

A Twenty-First 
Century  
Paradigm Shift

Disease Modification 
in Medical Care

By Daniel P. Greenfield, MD, MPH, MS, Christopher 
Hanifin, MS, PA-C, Colleen Joseph, MS, PA-C,  
Connor McAuley, MS, PA-C, and Brianna Wesley

Through the millennia, medicine has undergone several noteworthy paradigm shifts in its approach 
to treating illness. However, even in the face of tremendous technological advances over the course 
of the last century, a complete cure remains out of reach for many serious conditions. In response, 

the term disease modification has come into use, referring to therapies that seek to impact a disease’s 
underlying pathophysiology to slow or halt an otherwise relentless progression. The term has been 
applied to conditions as disparate as Alzheimer’s disease, heart failure and multiple sclerosis. It is hoped 
that disease modification represents the next paradigm shift toward a cure for these chronic conditions. 
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directed (and often curative) treatment. With the pathophys-
iology of many diseases finally understood, specific treat-
ments directed at curing underlying causes could finally be 
developed. Arguably, the most important example of directed 
treatment was the advent of antibiotic treatment.

However, even with all of the power of modern medicine, 
a cure remains out of reach for many conditions. When this is 
the case, treatment is usually one of two types with two differ-
ent goals: 1) Symptomatic treatment is directed at improving 
the quality of a patient’s life without addressing underlying 
pathophysiology, and 2) disease modification is implemented 
to slow or halt the course of a disease, even in the absence of 
an ability to cure it. This second type is the most desirable. 

DISEASE MODIFICATION
Disease modification has been defined as “treatments or 
interventions that affect the underlying pathophysiology of 
the disease and have a beneficial outcome on the course [of 
a disease].”1 In the face of a chronic, progressive condition for 
which there is no cure, disease modification is the best-case 
scenario and is usually accompanied by symptomatic relief. 

Figure 1 illustrates the usual natural course of various 
treatment strategies. A lack of treatment leads to deteriorat-
ing physiologic function, quality of life and eventual death. 
Symptomatic treatment leads to a temporary improvement 
in quality of life, but as the underlying pathophysiology has 
not been addressed, deterioration eventually resumes. The 
goal of disease modification is illustrated by the lines indicat-
ing “disease modification arrest” and “disease modification 
deceleration.” By altering the underlying pathophysiology of 
a disease state, deterioration can be decelerated or possibly 
even arrested, preserving quality of life.

From “From symptom palliation to disease modification: Implications for 
dementia care,” by G. J. Kenny, 2007, Primary Psychiatry, 14(11). Copyright 2007 
by Primary Psychiatry.  Reprinted with permission.

Figure 1. Disease Modification and  
Symptom Relief: Course of Treatment2

DISEASE MODIFICATION IN NEUROPSYCHIATRY
As medical science progresses and becomes increasingly sci-
entific, the reductionist approach focuses on understanding 
and modifying the pathophysiologic underlying causes of the 
diagnostic entities treated.2 The field of neuropsychiatry, in 
particular, is seeing a variety of conditions being studied from 
a disease modification standpoint that seeks to reduce neural 
cell death or dysfunction through two primary approaches to 
treatment: neuroprotection and neurorehabilitation. Table 1 
lists several examples in neuropsychiatry in which pharmaco-
therapeutic and related research has been successful in altering 
the course or natural history of a disease.

DISEASE MODIFICATION IN DEMENTIA OF THE 
ALZHEIMER’S TYPE 
Among neuropsychiatry conditions, dementia of the 
Alzheimer’s type (DAT) is probably the most well-studied illness 
in terms of disease modification. Dementia of the Alzheimer’s 
type is a degenerative neurocognitive disease causing global 
and inexorable mental decline. It is characterized histopatho-
logically by the increasing presence of neurofibrillary tangles 
(NFTs) and senile plaques in cerebral tissue as the disease 
progresses; these entities, in turn, are directly associated with 
increasing cognitive and emotional decline. 

DAT was first identified by the German psychiatrist and neu-
rologist Alois Alzheimer in the early 1900s. Alzheimer character-
ized the neuropathologic findings described above at autopsy 
and directly correlated them with the degree of cognitive and 
emotional impairment noted before death. Beginning in about 
the 1980s, the terms senile dementia and pre-senile dementia 
were succeeded by dementia of the Alzheimer’s type in recogni-
tion of the fact that dementia represented a pathologic process 
and was not part of the normal aging process. DAT is currently 
recognized as the most prevalent cause of dementia and the 
sixth leading cause of death in the United States.3 

The mid-1990s saw the arrival of the first medication demon-
strated to have a significant effect on the symptoms of DAT: 
donepezil. Through cholinesterase inhibition, the medication 

• Dementia of the Alzheimer’s type (DAT)
• Parkinson’s disease (PD)
• Multiple sclerosis
• Migraine headache

Table 1. Examples of Successful Disease 
Modification in Neuropsychiatry
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to put healthcare providers in the position of improving patient 
care and the quality of life. As clinical scientific knowledge and 
sophistication in clinical medicine increase, more and more 
treatment interventions and therapeutic approaches will be 
directed toward correcting basic flaws in physiologic function. 
Although these interventions remain a dream for now, the rate 
of scientific progress and our understanding of the molecular 
biology of these conditions are slowly making the dream of 
disease modification a reality. 

increases transmission of data across synapses, thus ampli-
fying communication through a damaged neural network. 
Because the medication does not address the underlying 
pathology, DAT inevitably progresses. 

While donepezil remains a mainstay of therapy in DAT, sev-
eral promising medications have been developed that attack 
the presumed underlying pathophysiology of DAT. Many are 
still in the experimental stages, and their effectiveness remains 
to be seen. While DAT remains primarily a clinical diagnosis, a 

Table 2. Symptomatic Relief, Neuroprotection and Neurorestoration in DAT

APPROACH EXAMPLE MECHANISM OF ACTION

Symptomatic relief Donepezil (Aricept) Cholinesterase inhibition (ChEI)

Rivastigmine (Reminyl) ChEI

Galantamine (Exelon) ChEI

Memantine (Namenda) N-methyl-D-aspartate

(NMDA) antagonist

Neuroprotection Latrepirdine (Dimebon)* Antioxidant

Memantine NMDA antagonist

Neurorestorative Colostrini (experimental) Inhibit amyloid formation

Methylene blue (experimental) Tau-blockade

*Experimental; not used in the United States

Daniel P. Greenfield, MD, MPH, MS, is Clinical Professor of 
Neuroscience (Psychiatry), Christopher Hanifin, MS, PA-C, 
is Chair, Department of Physician Assistant, Seton Hall 
University. Colleen Joseph, MS, PA-C, Connor McAuley, MS, 
PA-C, and Brianna Wesley were students in the Department 
of Physician Assistant, Seton Hall University.

1. Cummings, J. L. (2009). Defining and labeling disease-modifying treatments 
for Alzheimer’s disease. Alzheimer’s and Dementia, 5(5), 406–418. 

2. Molecules and mind. (1994, March 19). [Editorial]. The Lancet, 343(8899), 
681–682.  

3. Alzheimer’s Association. (2018). 2017 Alzheimer’s disease facts and figures. 
www.alz.org/facts.

number of diagnostic findings (magnetic resonance imaging 
[MRI] findings of whole brain atrophy, ventricular enlargement, 
medial temporal atrophy and spinal fluid measures of β-amy-
loid, total tau protein and phosphorylated tau-181) have been 
identified that can be used to monitor the progress of trials of 
disease-modifying therapies in DAT. Examples of therapeutic 
and experimental agents used for symptom relief, neuropro-
tection and neurorestoration are listed in Table 2 along with 
their presumed mechanism of action.

SUMMARY
As medical science progresses, treatment focus on disease 
modification (in contrast to symptomatic relief) will continue



MDADVISOR 3333MDADVISOR 

On March 14, 2018, Governor Phil Murphy presented 
to the State Legislature his 2019 fiscal year budget, 
which increases spending on public education, 

mass transit, property-tax relief and public-worker pensions, 
among other key areas. The budget proposes $1.7 billion in 
tax increases, bringing New Jersey’s budget to a record $37.4 
billion, which represents a 4.2 percent spending increase over 
this fiscal year.1

Governor Murphy proposes to increase income tax for 
individuals who earn more than $1 million and to return to a  
7 percent sales tax, restoring the rate back to what it was a 
few years ago before former Governor Chris Christie lowered 
it to 6.625 percent. The Governor also proposed new taxes on 
legalized marijuana sales and on sharing-economy services, 
such as Uber, Lyft and Airbnb (short-term housing rentals).2

Some corporations would also face higher taxes under this 
budget, including large multistate companies that are sus-
pected of reporting some profits in states with lower corporate 
tax rates. New revenue would also be raised from a proposed 
tax on the performance fees earned by private equity and hedge 

fund managers, by legalizing and taxing recreational marijuana 
and by expanding the state’s medicinal marijuana program. 

In his budget speech, Murphy highlighted his commitment 
to women’s healthcare and backed legislation to reduce the 
impact of out-of-network health insurance bills, which he said 
could help cut healthcare costs for state workers. 

Murphy also reiterated his commitment to protecting 
Medicaid, given ongoing federal efforts to scale it back through 
changes to the Affordable Care Act, and he called for adding 
$244 million to FamilyCare (Medicaid). FamilyCare, which is 
slated to cost $4.4 billion in state funds next fiscal year and an 
estimated $10 billion in federal dollars, now covers 1.8 million 
Garden State residents.3

This budget also plans for a four-year phase-in to a $15 per-
hour minimum wage, including an increase to $11 per hour in 
fiscal year 2019. 

The budget is now in the hands of the Democrat-led legisla-
ture, which must pass a budget for fiscal year 2019 by June 30. 
The Governor can veto any line item but may not add to it.

Legislative Update
By Jon Bombardieri
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HEALTHCARE 
LEGISLATIVE BILLS
NEW JERSEY
Assembly Bill No. 2039/Senate Bill No. 485: 
Sponsored by Assembly Speaker Craig Coughlin 
(D-Middlesex) and Senator Joseph Vitale 
(D-Middlesex), the Out-of-network Consumer 
Protection, Transparency, Cost Containment 
and Accountability Act reforms various aspects 
of the healthcare delivery system in New Jersey. 
The bill seeks to increase transparency in pricing 
for healthcare services, enhance consumer pro-
tections, create an arbitration system to resolve 
certain healthcare billing disputes, contain rising costs asso-
ciated with out-of-network healthcare services and measure 
success regarding these goals.4

“Far too many New Jersey families—even those with quality 
health benefits plans—find themselves fighting over thousands 
of dollars in out-of-network charges they never even had the 
opportunity to review—let alone agree to—before receiving 
medical attention,” said Speaker Coughlin. “This is about put-
ting patients first and defending the consumer’s right to be able 
to make an informed decision about how to proceed with his 
or her healthcare.”5

This legislation was released by the Assembly Financial 
Institutions Committee on March 5 and is waiting for action by 
the full Assembly. No action has taken place at this point in the 
Senate, but movement is anticipated before the end of June. 

Assembly Bill No. 1504/Senate Bill No. 1072: Sponsored 
by Assemblyman John Burzichelli (D-Gloucester/Salem/
Cumberland) and Senator Nicholas Scutari (D-Middlesex/
Somerset/Union), the Aid in Dying for the Terminally Ill Act 
permits qualified terminally ill patients to self-administer 
medication to end life in a humane and dignified manner.6

The bill would allow an adult New Jersey resident, who has 
the capacity to make healthcare decisions and who has been 
determined by that individual’s attending and consulting physi-
cians to be terminally ill, to obtain medication that the patient 
may self-administer to terminate his or her own life.

The attending physician is required to refer the patient to a 
consulting physician for the purpose of obtaining confirmation 
of the attending physician’s diagnosis. The attending physi-
cian and the consulting physician are required to verify that 
the patient has made an informed decision when requesting 
medication under the bill. When the patient makes the second 
oral request, the attending physician is to offer the patient an 
opportunity to rescind the request. In addition, the attending 

physician is required to notify the patient that a request may 
be rescinded at any time and in any manner, regardless of the 
patient’s mental state.

If either the attending physician or the consulting physi-
cian believes that the patient may lack the capacity to make 
healthcare decisions, the physician will be required to refer the 
patient to a mental healthcare professional, such as a licensed 
psychiatrist, psychologist or clinical social worker, for a con-
sultation to determine whether the patient is capable. If such 
a referral is made, the attending physician is prohibited from 
issuing a prescription to the patient for medication under the 
bill unless the attending physician has received written notice 
from the mental healthcare professional affirming that the 
patient is capable.

“This is about revisiting a statute last looked at in 1978 that 
never took into account an individual’s right to control their 
body and their circumstances,” said Burzichelli. “Like society, 
medicine, palliative care and hospice services have changed 
dramatically since then. While there are many choices avail-
able right now that may be right for certain people, there is 
one more choice, not currently available, that deserves an 
honest discussion.”7

This legislation passed the Assembly Judiciary Committee 
on March 13 and now awaits action by the full Assembly. There 
has been no action in the Senate, but action is anticipated in 
that house sometime soon. 

CONNECTICUT
House Bill No. 5380: Sponsored by 
Senator Martin Looney (D-New Haven/
Hamden/North Haven), this legislation 
requires that a clinical peer who per-
forms a clinical peer review during a 
utilization review be licensed in this 
state in the same specialty as typically 
manages the medical condition, pro-
cedure or treatment under review. This bill has been referred 
to the Joint Committee on Insurance and Real Estate and is 
scheduled for a hearing.8

MARYLAND
Senate Bill No. 530: 
Sponsored by Senator 
Thomas M. Middleton 
(D-Charles), this legislation specifies that a 
hospital administrator must provide each 
patient with a written copy of the hospital’s patient’s bill of 
rights. The bill also substantially expands the rights that must 
be included in a hospital’s patient’s bill of rights. If a patient 
does not speak English, a translator or interpreter must be 
provided to assist the patient in understanding and exercising 
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the rights included in the patient’s bill of rights. Copies of the 
patient’s bill of rights must be conspicuously posted on the 
hospital’s website and in areas of the hospital accessible by 
patients. A hospital administrator must also provide annual 
training to all patient-care staff to ensure the staff’s knowl-
edge of the patient’s bill of rights.  This legislation passed the 
House Health and Operations 
Committee on March 23.9

PENNSYLVANIA
House Bill No. 1233: Sponsored 
by Assemblyman Thomas Murt 
(R-Montgomery/Philadelphia), 
this legislation amends the act of July 9, 1976 (P.L.817, No.143) 
known as the Mental Health Procedures Act, which applies 
to treatment of mentally ill persons, whether voluntary or 
involuntarily, inpatient or outpatient. This bill provides immu-
nity to facilities and persons rendering such treatment in the 
absence of gross negligence or willful misconduct.  This legisla-
tion was referred to the Assembly Health and Human Services 
Committee.10

“My legislation would establish a new standard for court- 
ordered assisted outpatient treatment in the community, 
while leaving in place the clear and present danger standard 
for involuntary hospitalization. The new standard would be 
based on a medical determination of whether a seriously, 
mentally ill individual needs and can benefit from assisted 
outpatient treatment to survive safely in the community,” said 
Assemblyman Murt.11 

Jon Bombardieri is a Partner at CLB Partners, LLC,  
in Trenton, New Jersey.
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An orchestra of sounds fills the halls of the intensive care 
unit (ICU). Beeping, whizzing, humming. The sounds 
are programmed to be in perfect harmony, dutifully 

performing the act of sustaining life. In the ICU, we keep our 
voices low, as though our words inflict more harm than the 
invasive procedures we perform. The symphony of dialysis 
machines and infusion pumps sings loudly over our whispered 
discussions. “Did her nephew come in yet?” asks my resident. 

Today is my first day, and I’m assigned just two patients. 
Without further instructions, my resident asks me to check 
on my first patient and “find out as much as you can about 
her.” Until this point, all of my patients on the medicine service 
had been awake, capable of answering prodding questions 
that they’d already answered at least twice before. My new 
patient, intubated and sedated, would surely be a challenge. 

Her chart reads, “next of kin: nephew.” Another day would 
pass before I would realize how central this is to her well-being, 
as her nephew would be responsible for making all decisions 
regarding her care. Without children of her own, she had named 
her nephew her healthcare proxy, but his comfort in making 
these decisions had not yet been put to the test. At 84 years 
old, before this admission and complicated course of care, she 
had not discussed her wishes.

As I walk into her room, the sound of her machines grows 
louder. Unsure where to begin, I take inventory of what I can 
see. Her fingernails are carefully painted a lively, hot pink. 
Perhaps a color she chose for herself and then applied by a 
loved one before she was admitted. Her heart rate increases 
ever so slightly when I speak to her and call her by name. Can 
she hear me? A dialysis machine, ventilator, leads and IV pumps 
clutter the space between us. 

As I am pushed outside my comfort zone, my resident 
teaches me how to gather the answers my patient cannot tell 
me. I can elicit her corneal reflex using cranial nerves V and 
VII, and her gag reflex using cranial nerves IX and X. I assess 
her breathing, eye movements and her response to painful 
stimuli. ABGs, CXRs, CBCs, CMPs and EKGs fill in the blanks of 
the questions I ask. 

And then there are the answers we may never know. What 
was her favorite song to dance to? How did she spend her 
Saturday afternoons when the weather was warm? What was 
her favorite dish to cook when family or friends gathered 
together? And perhaps our most pressing question today, what 
would she have wanted, and how does she define “quality 
of life”? We exercise confidence in managing medications or 
skillfully placing lines, but how often do we fail to start con-
versations? Ultimately, how many times did we as health pro-
fessionals fail her by not assessing her wishes?

I was on this service for only seven days, and as most stories 
in medicine, my chapter in the ICU ended before her story 
resolved. Despite our short week together, I learned so much 
about becoming the doctor and advocate I hope to be for my 
patients and their families. While we as healthcare providers 
love to investigate and learn, there is some critical information 
that we will never have unless we ask the difficult questions. 
Caring for the individual and truly serving our patients means 
acting in concert with their personal needs and goals. 
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Adubato: Describe the opioid epidemic overdose crisis.
Balsamini: We’re in the midst of an opioid crisis where, sadly, 
we saw 33,000 lives lost in 2015. Men and women have been 
overdosing not only on prescription opioids, but, subsequently, 
on fentanyl and heroin. Of those 33,000, more than half were 
lost to prescription opioids. This trend seems to only worsen 
as time goes on.

Adubato: What are the risks associated with opioids? 
Balsamini: There are several risks and side effects with these 
drugs, including constipation, nausea, vomiting, dizziness and 
sleepiness. There is also risk of physical dependence and tol-
erance. Ultimately, there is risk of respiratory depression and 
death from overdose. 

Adubato: What is the progression from prescription pain killers 
to heroin and fentanyl? 
Balsamini: Patients who already have an inherent propensity 
for addiction continue to need more and more or want more 
and more opioids…it’s a gateway drug. Once the opioid pre-
scription expires, because technically the patient should be 
doing better, he or she may still need something more. And if 
the opioid is not available, that person may start looking for 
something else, which, sadly, may be illicit drugs like heroin 
or fentanyl, a synthetic opioid in recreational settings. In fact, 
the rise of fentanyl is a disturbing front in the unfolding opioid 
epidemic where heroin is increasingly cut with cheaper, highly 
potent fentanyl (sometimes without users knowing about it), 

which is 50 to 100 times stronger than morphine. Even a small 
amount can cause an overdose.

Adubato: How have the laws changed in our state to address 
this issue?
Balsamini: A strict New Jersey law was passed in February 
2017. A part of the law limits the initial prescription (for a drug 
not issued within the last year) to a five-day supply. This is 
even stricter than the laws in Massachusetts and New York, 
which limit the initial prescription to seven days. In addition, 
providers now have to review the New Jersey Prescription 
Monitoring Program database before prescribing. They also 
have to provide the patient with information and have dis-
cussions on the risks and the side effects of opioids. These law 
requirements are designed to prevent new addictions, treat 
the addicted and support their recovery. Engaging providers 
as key stakeholders to counsel patients on the risks of opioids 
and assess current and previous opioid use through utilization 
of the NJPMP is intended to help reveal any potential misuse 
or abuse patterns. This subsequently helps providers identify 
patients who would benefit from non-opioid alternatives or 
referral to addiction and recovery services, which ultimately 
reduces opioid overdoses and deaths. 

Adubato: How has the law impacted insurance? 
Balsamini: In terms of in-patient coverage, there’s been an 
expansion under the law that provides additional resources for 
patients who are suffering from addiction to get them the help 
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they need. The law increases addiction treatment insurance 
coverage by requiring insurers to provide unlimited benefits for 
inpatient or outpatient treatment. The law guarantees coverage 
for six months without any prior authorization or other pro-
spective utilization management requirements. The law also 
states that the benefits for outpatient visits shall not be subject 
to concurrent or retrospective review of medical necessity or 
any other utilization management review. 

Adubato: How are you educating the medical community at 
Summit Medical Group regarding the opioid epidemic?
Balsamini: At Summit Medical Group, we have large physician 
forum meetings where we present to our physicians the key 
critical points to cover in a patient visit that would meet the 
compliance of the law for that patient-counseling component. 
So, for example, we would want to determine the source of the 
pain. Is it neurologic or inflammatory? What are the options? 
What are the alternative treatments? Perhaps we should be 
looking at non-steroidal anti-inflammatory agents, physical 
therapy, exercise or non-opioid medications. We are not advo-
cating one thing or the other because sometimes a particular 
prescription is most appropriate, but we are asking our phy-
sicians to be mindful from the very beginning that opioids 
may not necessarily always be the answer because they have 
so many risks associated with them. In addition, the opioid 
law includes a continuing medical education requirement for 
providers who prescribe opioids, and we direct our providers 
to online and live programs that will satisfy this requirement. 

Adubato: What do you imagine will be the state of the opioid 
overdose crisis five years from now? 
Balsamini: While this crisis may appear just as insurmountable 
as HIV/AIDS seemed to be in the ‘80s, I imagine that in five 
years from now the opioid overdose crisis will significantly 
decrease, but it will not be eliminated. The continued efforts 
of government agencies, law enforcement, community groups 
and healthcare providers will all play a critical role in com-
batting this national crisis. We will all improve our efforts to 
respond to the opioid crisis on a variety of fronts, including 
through expansion of medication-assisted treatment, behav-
ioral health resources, innovative company partnerships to 
develop non-opioid treatment options for pain, and persistent 
education for both providers and patients on the risks associ-
ated with opioids. 

Steve Adubato, PhD, is a four-time Emmy Award-winning 
anchor for Thirteen/WNET (PBS) and NJTV (PBS) and has 
appeared on the TODAY Show, CNN and FOX as a media 
and communication expert. Steve currently anchors three 
television series produced by the Caucus Educational 
Corporation (CEC) — Caucus: New Jersey with Steve 
Adubato, an Emmy Award-winning public affairs series; 
State of Affairs with Steve Adubato, a weekly program 
covering New Jersey’s most pressing policy issues; and One-
on-One with Steve Adubato.
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